
‘Catalytic nuclear war’ in the age of artificial intelligence & 

autonomy: Emerging military technology and escalation risk 

between nuclear-armed states 

 

ABSTRACT 

This article revisits the Cold War-era concept of ‘catalytic nuclear war,’ considered by many as 

unworkable, and reconceptualizes it in light of technological change, as well as improved 

understanding of human psychology and other factors. It argues in the modern digital era, the 

catalyzing chain of reaction and counter-retaliation dynamics set in motion by the deliberate action of 

a non-state or third-party actor is fast becoming a more accessible and plausible alternative to 

acquiring a nuclear weapon or manufacturing an improvised atomic device – or ‘dirty bomb.’ The 

article concludes that artificial intelligence (AI) technology is creating new – and exacerbating old – 

escalation pathways that risk catalyzing accidental nuclear confrontation between nuclear-armed 

powers, particularly under irrational (or sub-rational) conditions. Are existing notions of accidental 

and inadvertent nuclear escalation still relevant in the age of AI and autonomy? 

Introduction 

The main concern about ‘catalytic nuclear war’ – and ‘Nth country problem’ more broadly – in the 

late 1950s and early-1960s centered on the fear that a small or new nuclear power would deliberately 

set a major exchange in motion between the United States and the Soviet Union. 1 As its name 

suggests, the concept was inspired by chemical reactions where the catalyzing agent (a third-party 

actor) would remain unscathed by its initiated process. 2 In his seminal work on ‘catalytic nuclear 

war’ in 1962, Donald Kobe defines the notion of ‘catalytic war’ as the possibility that a third party’s 

actions induce a nuclear war between the two nuclear-armed opponents. A third-party attack on 

nuclear-power would be misattributed to another state, thus sparking a catalytic ‘chain reaction of 

retaliation and counter-retaliation.’ 3 A broader definition of ‘catalytic nuclear war’ encompasses 

situations in which the catalyzing actor (non-state or another third party) initiates a simulated attack 

(e.g., a false alert) that produces the effect of an imminent attack on one or both of the nuclear-armed 

adversaries, for which pre-emption is considered the most expedient (or only) strategic 

recourse. 4 This broadened definition, and used in this article, includes any process by which a third-

party actor uses its capabilities to involve nuclear-armed strategic rivals in a war intentionally or to 

increase the scope or intensity of a situation. 5 The paper’s originality lies in revisiting the ‘catalytic 

nuclear war’ concept, considered by many as unworkable, and reconceptualizing it in light of 

technological change, as well as improved understanding of human psychology and other factors. 

Because nuclear powers must have some policy of retaliation (i.e., massive, proportional, finite, or 

random) in order to act as a deterrent, this chain reaction may, under certain circumstances, become a 

self-fulfilling prophecy. For instance, the common fear of pre-emption caused by one or both states is 

vulnerable to a first strike, or if a state’s command, control, and communication structures are 

compromised following an attack. 6 This situation would be compounded by the presence of higher 

numbers of nuclear-armed states – or nuclear multipolarity – with varied, and possibly conflicting, 

retaliation and deterrence postures. 7 Moreover, miscalculation, misperception, or an irrational act, 

would also increase the risk of catalytic war. 8 At the root of these conditions is human psychology, 

which strains the credibility of arguments that human-rationality, perceptions, and nuanced signaling 

ensure that deterrence will prevail. 

Classical nuclear deterrence policies, premised on the assured threat of a retaliatory second strike (or 

mutually assured destruction (MAD)), are a fundamentally psychological-political-technical 
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phenomenon that has worked to reduce the chances of deliberate use of nuclear weapons. 9 This 

article argues that increasingly sophisticated, interdependent, and vulnerable nuclear command, 

control, and communications (NC3) systems – the bedrock of the mutual deterrence regime between 

nuclear-armed states – increases the risks associated with unintentional catalytic nuclear war. 10 The 

article is not a treatise on the motives or goals of non-state motives for committing such acts, but 

rather the evolving means at the disposal of actors to actualize their malevolent goals – or 

‘apocalyptic world views’ – in the digital age. 11 There is a rich body of literature on the intersection 

of emerging technology and the nuclear enterprise – and the potential for warfare more broadly 

defined. 12 However, there is a relative paucity of research on how existing concepts of escalation, 

nuclear terrorism, and classical deterrence theories might apply (or be tested) in the digital age, which 

are increasingly defined by developments in artificial intelligence (AI) and autonomy perfect 

information and rational decision-making cannot be assumed. 13 Are existing theories of military 

escalation still applicable in the era of AI and autonomy? 14 

The remainder of the article proceeds as follows. First, it contextualizes the concept of ‘catalytic 

nuclear war’ with emerging security technologies, particularly AI. The article uses this analytical 

framework to examine how and under what circumstances the nefarious (mis)use of these 

technologies by non-state actors (i.e., terrorists, criminals, and state-proxy actors) might create or 

exacerbate escalation pathways leads to an accidental nuclear confrontation between nuclear-armed 

powers. Next, in the articles’ empirical core, it considers four aggravating features in the interaction 

of emerging technology with nuclear weapons and the pathways to nuclear escalation examined in the 

article – information complexity and asymmetry; greater automation of NC3; disinformation, 

misinformation, and information manipulation; and nuclear multipolarity. 15 This article posits that 

AI-enhanced capabilities will likely amplify these underlying conditions (or second-order effects), 

thus increasing the risk of sparking unintentional escalation between strategic nuclear-armed powers – 

especially in crisis and conflict conditions. The next section uses four fictional scenarios – cyber false 

flag operation, cyber-attack on nuclear early-warning systems, drone swarming targeting ISR systems, 

and deepfake disinformation – to demonstrate how AI-enhanced capabilities in the hands of non-state 

actors might accidentally or inadvertently drag a competitive nuclear dyad into conflict. The final 

section considers possible ways of reducing catalytic escalation risk caused by non-state actors, 

particularly how militaries can maintain effective command and control of their nuclear forces in a 

rapidly evolving and complex conflict environment. 

Catalytic nuclear war in the digital age: Evolving nuclear strategies of non-state actors 

During the later 1950s and early 1960s, the notion of a ‘catalytic nuclear war’ centered on the 

possibility that a minor nuclear power would deliberately trigger a full-scale nuclear exchange 

between the United States and the Soviet Union. In a seminal article on the topic, Donald Kobe 

argued that the notion of ‘catalytic war’ was inspired by chemical reactions whereby the catalyzing 

agent remains unchanged by the process it has triggered. 16 Several scholars also raised the specter 

that a minor nuclear power might be tempted to catalyze a devastating exchange that would inflict 

maximum damage on the superpowers but leave it relatively unscathed and thus dictate conflict 

termination outcome. 17 

Some scholars have questioned the plausibility of this hypothesis. Even in the unlikely event that a 

minor power successfully concealed its role in sparking a global war, the prospect of its plot being 

discovered would almost guarantee decapitation, making any potential gains outweighed by the 

overwhelming risks thus, illusionary. 18 In the event, improvements to nuclear early-warning systems 

and communication channels – and broader tactic cooperation – between the United States and the 

Soviets did much to reduce the (albeit remote) possibility of a minor power creating the conditions 

inadvertently dragged the superpowers into nuclear war. 19 What if the risk and rationality 

considerations mattered less to non-state actors (especially terrorists) in possession of a nuclear 

weapon to incite chaos and other disruptive means to fulfill its apocalyptic ends? 20 
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The nuclear terrorism threat discourse began in the mid-1970s. The terrorist attacks on the United 

States in 2001, coupled with the 2003 exposure of a secret network (led by Abdul Qadeer Khan) 

supplying Libya, North Korea, and Iran with the know-how for manufacturing critical nuclear 

equipment, which increased the sense of urgency. In particular, concerning non-state actors 

(especially those motivated by extreme political or religious goals), global nuclear security regimes 

and approaches. 21 Experts consider the probability of the successful theft of nuclear grade materials 

(i.e., highly enriched uranium or plutonium) and detonation of atomic weapons or manufacturing an 

improvised device (or a ‘dirty bomb’) by non-state actors as extremely low; but it cannot be entirely 

discounted. 22 To be sure, experts have continued to warn about the opacity of materials safety and 

security in smaller nuclear-armed states such as Iran, Israel, Pakistan, and most notably, North 

Korea. 23 

If a non-state group realized that the possession of nuclear weapons could trigger a total catalytic war 

between two or more major nuclear-armed states, what possible situations might set these dynamics in 

motion? The potential success of a catalytic nuclear detonation by a terrorist group during a crisis 

between two nuclear-armed states (i.e., the original target of the nefarious attack and the victim of a 

subsequent inadvertent retaliatory strike), when tensions are running high, and a heightened state of 

alert is in place – at a nuclear or sub-nuclear level – would likely be amplified. That is, a broader 

nuclear exchange would likely occur. Moreover, a non-state actor might exploit a tense situation by 

making provocative false claims that its attack had been sanctioned by the state with which the victim 

of the attack was already in a crisis, or worse still, nuclear brinkmanship. Against the backdrop of 

fear, acrimony, and paranoia – when decision-makers are more susceptible to misperception and 

misunderstanding – any denials or assurances would fall on deaf ears. 24 If a repeat of the 1999 Kargil 

crisis or the more recent Indian-Pakistani stand-off in 2019, a non-state nuclear detonation (or the 

credible threat of one) could spark an accidental or inadvertent nuclear exchange. 25 Thus, any 

confidence Indian or Pakistani has in their ability to manage a conflict below the nuclear-level would 

likely be unreliable in the event of a non-state nuclear attack. Absent unambiguous and 

incontrovertible evidence to the contrary, an unprovoked non-state attack may compound mutual 

suspicions about the other side’s intentions and behavior, and in turn, confirm worst-case scenario 

assessments. 26 

In the contemporary digitized landscape, the theft of nuclear grade materials, the detonation of atomic 

weapons, and ‘dirty bombs’ by non-state actors are not the only threats that states must worry about. 

Emerging technologies – most notably cyber, AI technology, and drones – are rapidly creating new 

(and exacerbating old) low-cost and relatively easy means for non-state actors to fulfill their nefarious 

goals; without the need for actual physical contact with or manufacture of nuclear weapons to have 

the ‘power to hurt’ – or the power to get others to hurt each other. 27 One of the critical potential 

‘threat vectors’ (i.e., a mechanism or means by which an actor can gain access to a network in order to 

deliver a malicious payload) is the severe consequences that would result from a non-state actors’ 

deliberate actions to penetrate or manipulate nuclear command, control, and communication (NC3) 

systems with AI-enhanced conventional capabilities. Above all, cyber operations targeting early-

warning satellites and radars are central to this article’s central focus. 28 

The presumption of immunity or overconfidence in the robustness of NC3 networks to external (or 

insider) threats may increase the chances that states underestimate nuclear weapon systems’ 

vulnerabilities to a multitude of possible attack mechanisms, inter alia, data manipulation, malware 

cyber-attacks, ‘false-flag cyber operations,’ 29 social media flooding, or spoofing decision-makers 

with disinformation and misinformation. Minuteman missile silos are, for example, considered to be 

particularly vulnerable to cyberattacks. 30 Nuclear-powered ballistic missile submarines (SSBNs) once 

believed to be air-gapped – not connected to the internet and considered ‘hack-proof’ – are, however, 

connected via various electromagnetic signals that create potential vulnerabilities to cyber-attacks. A 

committed non-state or third-party actor may, for example, disrupt (digital jamming), deny (denial of 

service attacks), and distort or destroy information (spoofing or malware attacks) used by SSBN’s 

command and control networks to sow miscalculation and misperceptions, fan the waves of a crisis, 
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or trigger an accidental nuclear launch. 31 In extremis, third-party hackers (or ‘cyber terrorists’) during 

a crisis might use AI-augmented false flag cyber operation to mislead submarine commanders (or 

political decision-makers) that an SSBN was – or expected to be in the case of a ‘launch on warning’ 

policy – under-attack. 32 Echoing these concerns, a 2009 study commissioned by the International 

Commission on Nuclear Non-proliferation and Disarmament (ICNND) warned that non-state actors 

might penetrate command and control (C2) systems – and even launch an unauthorized nuclear attack 

– an easier and more plausible ‘alternative for terrorist groups than building or acquiring a nuclear 

weapon or dirty bomb themselves.’ 33 

Recent developments in AI-enabling technology have exacerbated these vulnerabilities and 

introduced additional threat vectors non-state actors might leverage, which may precipitate a catalytic 

nuclear war that manipulates the information landscape in which decisions about atomic weapons 

occur. In particular, social media manipulation and the spreading of misinformation, false memes, and 

fake news. For example, in 2016, a false news story appeared on the AWD News site that claimed that 

Israel had threatened to attack Pakistan with nuclear weapons if Islamabad interfered in Syria. The 

report consequently caused a tit-for-tat incendiary rhetorical exchange on Twitter – the Pakistani 

defense minister Khawaja Muhammad Asif warned that Israel should remember that Pakistan is also a 

nuclear-armed state debunked as fictitious by the Israeli Defense Ministry. 34 This incident puts a 

modern spin on the Cold War concept of catalytic nuclear war – in which third party actions provoke 

a nuclear war between the two nuclear-armed powers – and demonstrates the potentially severe 

damage caused by the misinformation and manipulation of information by non-state actors. 

During a crisis involving a competitive strategic dyad – such as the conflict-prone South Asia or 

Northeast Asia – when communication is compromised, nuclear arsenals are on high-alert, decision-

making timeframes are compressed, or launch authority is pre-delegated (e.g., to nuclear-armed 

submarine commanders), the consequences could be catastrophic. 35 Moreover, in a high pressured 

crisis environment with confusion and paranoia running high the risk of misperceptions of an 

adversary’s intentions and behavior (e.g., putting nuclear arsenals on high-alert status) non-routine 

troop movement), the temptations for pre-emptive action increases. 36 That is, the catalyzing non-state 

actor produces the effect of an imminent attack on one or both of two nuclear-armed states, for which 

pre-emption is considered the most advantageous strategy. 37 What factors might aggravate these 

escalation pathways during a crisis? 

Pathways to catalytic nuclear war and catalyzing aggravators 

This section examines four aggravating variables – information complexity, greater automation of 

NC3, disinformation, and nuclear multipolarity – that coalesce in the synthesis between emerging 

technology and the nuclear weapon systems. In particular, how and why AI and autonomy might 

compound these dynamics and cause unintentional escalation between nuclear-armed powers are 

more likely to occur. Early warning systems are the main focus of this study because ‘missiles cannot 

be recalled; submarine commanders may be out of touch but able to act on their own; missiles may go 

off accidentally.’ 38 These variables do not, however, constitute mutually exclusive risk scenarios. 

Instead, the interplay between these conditions might allow them to feed into one another with 

uncertain and potentially self-reinforcing effects – or a function of the confusion and uncertainty 

created by the sociotechnical complexity generated in the digital age. 

Cognitive psychology is relevant to all four aggravating factors described below. Humans exhibit a 

range of biases that can influence how they observe, collect, and process information, making them 

less aware of the reality of a particular situation and thus more inclined to interpret events through the 

lens of existing desires, preferences, and beliefs. 39 Psychological research has shown that people tend 

to interpret ambiguous information as consistent with their pre-existing beliefs and values – 

dismissing information that contradicts these views – and accept information that allows them to 

avoid unpleasant choices. 40 Human psychology studies also tell us that people are predisposed to 

making fast, intuitive, reflexive, and heuristic judgments – known by cognitive psychologists as 
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‘System I’ thinking – rather than slower, more deliberative, conceptual, and analytical – known as 

‘System II’ thinking. 41 Fast and reflexive (‘System I’) thinking during a nuclear crisis would be 

inherently problematic if, for example, the potentially catastrophic risks and second-order effects of 

nuclear war (i.e., loss of human life and environmental destruction) are actively or unconsciously 

deprioritized in discussions dominated by national defense heuristic imperatives. 42 

Cognitive biases can also be exacerbated when information overload and unfamiliar technologies are 

a more prominent feature of decision-making. The exponential rise and speed data emerge from 

today’s information ecosystem will create novel attack vectors to manipulate and propagate 

misinformation and disinformation during crisis times. While human cognitive biases can be 

intensified by information complexity in crisis decision-making, over- confirmation bias, anchoring, 

heuristic thinking, and confidence bias are particularly pertinent in this context. 43 In the case of 

‘anchoring,’ perceptions of historical lessons from past conflict and crises with minimal relevance 

may have an outsized influence on decision-makers who seek to ground decisions in precedent and 

lessons from experience. 44 Humans are also considered poorly equipped to intuitively understand 

probability – which is essential for ranking preferences rationally for crisis decision-making. 45 People 

tend to misinterpret (or not recognize) randomness and non-linearity and consider the occurrence of 

unlikely events as virtually impossible. 46 

Three distinct – but not always separate – mechanisms can lead to nuclear escalation, 

namely, deliberate (or intentional), inadvertent, and accidental escalation (encompassing mistaken or 

unauthorized usage). 47 These distinctions are not, however, binary or mutually exclusive. An 

escalation mechanism that leads from a crisis or conflict to its outcome can involve one or more of 

these categories. For example, if an accidental or inadvertent escalation signal or event is triggered by 

a non-state actor’s nefarious actions – such as a false flag cyber operation against a state’s NC3 

systems – which in turn leads to a deliberate escalatory response. 48 Moreover, the deliberate use of 

nuclear weapons that originates from a false, manipulated, or distorted assessment of a situation, or in 

response to an early-warning system false alarm, can quickly muddy the lines of intentionality. 49 

Accidental nuclear war – a nuclear confrontation without a deliberate and properly informed decision 

to use nuclear weapons on the part of the nuclear-armed state(s) involved – could be caused by a 

variety of accidents, most often encompassing a combination of human – and human-machine 

interaction failure – system errors, and procedural or organizational factors. 50 This definition of 

accidental escalation will be used in this article to conceptualize ‘catalytic nuclear war’ – triggered by 

the deliberate actions of a non-state or third-party actor that is not part of the adversarial nuclear dyad 

– with developments in AI and autonomy. Therefore, a crucial distinction is between the risk of 

unintentional (i.e., accidental or inadvertent) escalation and intentional escalation; the fear of 

deliberate escalation is generally more destabilizing. 51 Despite paying lip-service to Machiavelli’s 

Fortuna – the role of uncertainty in international affairs – decision-makers often underestimate the 

importance and frequency of accidents and randomness in these interactions. 52 Ultimately, whether 

the impact of unintended escalation risk is stabilizing or destabilizing depends on the destabilizing 

force’s relative strengths and the fear it instills. 53 Similar to historical cases human-machine 

interactions caused (or compounded) accidents with complex autonomous weapon systems, AI-

enhanced systems operating at higher speeds, sophistication, and compressed decision-making 

timeframes will likely reduce the scope for de-escalating and contribute to future accidents. 54 

Information complexity 

In contrast to previous eras of military revolution – when technologies diffused and improved specific 

capabilities and domains of military power – the coalescence of emerging technologies today 

(especially AI machine-learning) can enhance and enable a diverse range of capabilities and 

missions. 55 The complex interactions within the tightly enmeshed (or dual-use) and co-mingled 

systems that control or inform nuclear weapons systems (e.g., early-warning satellites, ISR, electronic 

data networks, and missile defenses), has become a critical risk vector in the digital age. Thus, making 
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accidents, short of a nuclear detonation, almost par for the course. 56 Further, the risks of technical and 

human errors that arise from this complexity and interdependency in modern nuclear systems are 

compounded by the prospect of cyber-attacks against early warning and C2 systems – discussed 

below. 57 

A key characteristic of operating NC3 systems infused with advanced technology – AI machine-

learning, big data analytics, and cyber – is the vast quantities of data and information collected to 

inform decision-making. 58 While AI-machine learning data-mining augmented cyber-surveillance – 

together with AI-enabled pattern recognition technology – could significantly enhance states’ ISR 

capabilities, the introduction of multiple data streams with varying levels of confidence could 

overwhelm the ability of decision-makers to determine the credibility of data, especially if the 

provenance and validity of the information cannot be easily verified. 59 The U.S. Air Force, for 

example, has characterized this phenomenon as four ‘V’s’ – higher volume (collection of magnitudes 

more data points), velocity (the volume of data is acquired at rapid speed), variety (numerous formats 

of information from diverse sources), and veracity (the volume, velocity, and variety of data includes 

a substantial amount of noise and redundant data). 60 Similarly, the U.S. Navy has reported being 

overwhelmed by the floods of data generated from its existing information-gathering systems. 61 

The quantity and quality of information generated by the advanced technology that supports NC3 

systems can increase escalation risks, inter alia, in three ways. First, human decision-makers’ 

dependence on the information produced by complex and enmeshed NC3 systems can exacerbate the 

degradation of the quality and reliably of decision-making if these systems are compromised, 

especially cyber-attacks. The literature on the risks of a breakdown in NC3 systems and the 

limitations of human cognitive processing capacity – particularly situations that combine information 

overload, confusion, and compressed decision-making timeframes – focuses on the accidental 

escalation risks associated with the organizational reliability of complex information 

architectures 62 general agreement exists that these risks cannot be eliminated. 63 

Second, while information dominance does not ensure stability; juxtaposed, information inadequacy 

(or ‘information asymmetry’) can prompt decision-makers during a crisis to eschew traditional 

caution and the acute fear of escalation for pre-emption; thereby, increasing inadvertent escalation 

risks. 64 For instance, the information asymmetries by clandestine cyber operations against NC3 

systems can narrow or close the crisis bargaining window, producing a trade-off between possessing 

counterforce capabilities to blunt an adversary’s nuclear deterrent and increasing the risks of 

provoking nuclear warfare in the first place. In short, any new capability that increases (or is 

perceived to do so) information asymmetry about the balance of power and resolve can sow the seed 

of bargaining and deterrence failure, and ultimately war. 65 Misperception of another’s capabilities, 

intentions, and assumptions about what information an adversary possesses (or lacks), and in turn, 

how it perceives a situation, is an established cause of deterrence failure in international relations. 66 

The Cold War experience demonstrated that the fear that an action or signal misinterpreted by an 

adversary, in the context of uncertainty and incomplete information associated with modern warfare 

might spark nuclear pre-emption, is a useful point of departure to consider the potential effects of AI 

and autonomy. 67 Moreover, the increasing use and development of advanced weapon technology 

such as hypersonic glide vehicles, dual-use (nuclear and conventional) missile delivery systems, anti-

satellite weapons, and dual-use NC3 systems that blur the distinction between nuclear and 

conventional (and sub-conventional) warfare can heighten strategic ambiguity during crises. Thereby 

creating first-mover advantage incentives, leading states to overestimate an adversary’s capabilities 

and strike preemptively. 68 In sum, the likelihood of escalatory crises originating in cyberspace will 

continue to rise because of the inherent speed, scope, and opacity surrounding cyber capabilities, 

coupled with the existential fear of escalatory conflict in cyberspace, the positive feedback loops 

associated with states’ accumulation of offensive cyber capabilities, and the insensitivity of others’ 

perceptions and intentions. 69 
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A cyber-attack – dependent on deception, speed, and covertness – that undermines effective 

information and communication flow can, therefore, increase the rational incentives for 

escalation. 70 Besides, irregular or opaque communication flow between adversaries may also increase 

the risk of misperception and miscalculation and assume the worst of others’ 

intentions. 71 Paradoxically, therefore, new technologies designed to enhance information (e.g., 

modern NC3 systems supported by 5G networks, AI machine learning, cyber, big-data analytics, and 

quantum computing) can also erode reliable information flow and communication, which is critical 

for effective deterrence. 72 Greater volumes of information emerging from the global information 

ecosystem, rather than reducing the likelihood of misperceptions arising between adversaries, offer 

motivated third-party actors unprecedented – low-cost, scalable, and fast – opportunities to 

manipulate decision-makers perceptions and shape public opinion about others’ intentions, 

capabilities, and the consequences of responding to an attack that originated in the cyber domain – but 

might rapidly and inadvertently escalate. 

Third, advanced technologies have the potential to qualitatively improve the ‘always-never’ criteria 

that NC3 systems must meet (i.e., complex failure modes, greater redundancies, and a larger attack 

surface) 73 the complexity and uncertainties introduced by sophisticated NC3 mechanisms – especially 

early-warning satellites and radars – can also cause errors, unexpected interactions, and unintended 

consequences, eroding deterrence and creating rational (or sub-rational) incentives) to escalate a 

situation. 74 The notion that sophisticated technologies, designed to improve safety, ultimately become 

a source of accidents and errors is a documented phenomenon. 75 This trade-off is a product of the 

organizational and strategic-cultural variables in the human decision-making process, creating 

pressures to escalate a situation, rather than viewing technology as an independent variable per 

se. 76 The assumption of rationality in a nuclear-armed adversary, or that the adversary has more 

information than might be the case (or ‘asymmetric information’), inter alia, may stem from 

misperceptions about the nature of an opponent’s technological capabilities, the nature of a crisis, or 

an opponent’s intentions. As a result, these factors could exacerbate escalation pressures on states 

with less robust NC3 systems and safeguards or view its survival at stake – North Korea, Pakistan, or 

India. Q Furthermore, the normal (or peacetime) perception of events can shift during crises or 

geopolitical tension, when decision-makers are more prone to harbor worst-case scenario expectations 

and see things they expect or want to see – known as ‘cognitive consistency.’ 77 This logic – the way 

people interpret situations under pressure due to anxiety – can also become a self-reinforcing process 

that directly impacts the number of false alarms that occur in early warning systems. In particular, the 

probability of Type II errors – or ‘false negatives.’ 78 Moreover, as the volume of information received 

by NC3 systems increases during a period of tension, so do the chances of perceiving a pattern of 

adversarial behavior where under typical situations, no pattern would be detected. 

Technological-deterministic schools of thought that conceptualize technology as the sole driver of 

strategic stability and the conduct of warfare, therefore, oversimplifies this complicated human 

endeavor – which can mean that rational decisions entail worse consequences than less rational 

alternatives. For example, if a new state-of-the-art NC3 capability such as AI provides a first-mover 

advantage (or perception of one) for one or both sides striking preemptively during a crisis, or 

irreparable damage is suffered by one side from a first strike, the risks of inadvertent nuclear war 

increases. 79 Besides, problems have often arisen because states tended to place ‘new weapons in old 

bottles.’ That is, regardless of how sophisticated or capable a system appears to be, these technologies 

will invariably be assimilated into military organizations with entrenched norms, cultures, and 

institutional patterns. 80 A complete understanding of the relationship between advanced technology 

and strategic stability requires a deeper understanding of human tendencies, not merely technical 

capabilities per se. 

Greater automation of NC3 systems 

Increasing automation levels in modern NC3 systems – particularly those augmented and supported 

by AI technology – together with false warnings and other forms of nefarious interference in 
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cyberspace, will likely increase the risk of accidental nuclear war. 81 Legacy vulnerabilities in C2 

systems to computer malfunctions, human error (both Type I and Type II). 82 Furthermore, especially 

human-machine interfaces will be compounded as AI is infused into the NC3 ecosystem. 83 Moreover, 

a declared or de facto launch-on-warning posture held by either side during a crisis involving a Type 

II error (or ‘false positive’) caused by a false signal increases the accidental escalation risks a result of 

‘use-them-or-lose-them’ pressures. Thus, it degrades nuclear forces’ usability or reduces the damage 

limitation window to attack enemy nuclear forces if needed. 84 This skewed assessment in the context 

of nuclear weapons ready to launch nuclear weapons at a moment’s notice could precipitate worst-

case scenario thinking and trigger inadvertent escalation. 85 

The historical record demonstrates the vulnerabilities of NC3 systems to frequent false alarms, 

accidents, ‘close calls,’ and other risks associated with increasingly complex, porous, and 

interconnected systems, which despite their alleged ‘closed’ nature, may offer non-state actors 

multiple pathways to cause harm. 86 Because of the inherent problems attribution in cyberspace, a 

non-state actor might plausibly make both states the target of its attack, convincing each side that the 

other party is responsible – or a ‘double-sided catalytic attack.’ 87 This problem-set is compounded by 

the shortened response timeframes available to decision-makers, particularly where a ‘launch on 

warning’ posture is present. 

According to open sources, operators at the North American Aerospace Defense Command (NORAD) 

have less than three minutes to assess and confirm initial indications from early-warning systems of 

an incoming attack and decide whether or not to authorize a nuclear response. 88 This compressed 

decision-making timeframe – for data-collection, assessment, and decision-making – could put 

political leaders under intense pressure to decide to escalate during a crisis, with incomplete (and 

possibly false) information of a situation. In the context of advanced technologies, response systems 

like NORAD raise particular concerns; missiles cannot be recalled, submarines on deterrence patrols 

may be out of touch for extended times with a high degree of C2 autonomy, and nuclear weapons may 

be launched accidentally. 89 

As Thomas Schelling presciently warned during the Cold War, ‘when speed is critical, the victim of 

an accident or a false alarm is under terrible pressure.’ 90 This pressure would likely be more intense 

for nuclear powers nearby (e.g., India and Pakistan, or China and North Korea), or where one side’s 

NC3 systems are asymmetrically more vulnerable or less sophisticated, for example, North Korea, 

India, or Pakistan. 91 Further, the increasingly interdependent and commingled (or entangled) nature 

of states’ conventional and nuclear C2 systems might exacerbate the incentives to escalation a 

situation to a nuclear-level once a conventional crisis or conflict begins. 92 

The decision to automate nuclear assets may also be influenced by the political stability and the threat 

perceptions of a nuclear-armed state. A regime that fears either a domestic-political challenge to its 

rule or foreign interference may elect to automate its nuclear forces, ensuring only a small number of 

agents are involved in the nuclear enterprise. 93 For example, China maintains strict controls on its 

nuclear command and control structures (i.e., separating nuclear warhead and delivery systems). 

Open-source evidence does not suggest Beijing has pre-delegated launch authority down the chain of 

command if a first strike decapitates the leadership. In short, as a means to retain centralized 

command and control structures and strict supervision over the use of nuclear weapons, AI-enabled 

automation might become an increasingly amenable and intoxicating option to authoritarian regimes 

such as China. 

In the context of AI and autonomy, particularly information complexity, misinformation, and 

manipulation, rationality-based deterrence logic appears an increasingly untenable proposition. In 

sum, the combination of increased speed, compressed decision-making timeframes, complex and 

interdependent command and control mechanisms, and increasing levels of AI-enabled NC3 

automation and human-machine interactions increases the possibility of sparking a cascading set of 

https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541


errors (human or machine), reinforcing feedback-loops that could ultimately lead to an accidental 

nuclear exchange. 

Furthermore, because there is so much redundancy built into modern NC3 systems, scenarios 

involving accidental nuclear war as a result of a single technical error or malfunction is less 

threatening, compared to the simultaneous coalescence of multiple failures in a rapid and 

unpredictable and reverberating fashion – where malfunctions in once system are prone to cause 

alarms in others. 94 In particular, if they are compounded by organizational failures, ambiguous 

information, misperceptions, or excessive trust in technology, which may lead human operators 

cognitively offloading judgment to AI algorithms without fully understanding its limitations – also 

known as ‘automation bias.’ 95 Such automation bias – especially in human-machine interactions – 

could also mean that both false negatives and false positives go unnoticed (or are discarded) because 

the operators are overconfident in systems augmented with advanced technology such as AI. 96 This 

problem-set is compounded during a crisis when stress, fatigue, information overload, and 

commingled (nuclear and conventional) systems encounter a priori situations between asymmetric 

nuclear rivals, thickening the ‘fog of war’ – the inevitable uncertainties, misinformation, or even 

breakdown of organized units, which influences warfare – resulting in irrevocable actions, when use-

or-lose-them becomes the only option. 97 

Nuclear multipolarity 

In a multipolar world nuclear order with competing and contested strategic dyads – India-Pakistan, 

U.S.-Russia, U.S.-North Korea, U.S.-China, and perhaps India-China – with weak mechanisms for de-

escalation, doctrinal opacity, and questionable attitudes towards nuclear restraint, the potential risk of 

nuclear catalysis increases. 98 The emergence of nuclear multipolarity in the Second Nuclear Age has 

created multifaceted escalation pathways to a nuclear confrontation involving an expanding number 

of nuclear-armed poles, compared with bipolarity during the Cold War. 99 Kenneth Waltz, the founder 

of structural realism, argued that while nuclear weapons served as a stabilizing force during the Cold 

War-era, however, ‘increased numbers of actors increase levels of systemic uncertainty … rising 

uncertainty heightens potential miscommunication and conflict. Bipolarity [compared to 

multipolarity] is, therefore, the most stable form of international power distribution.’ 100 This 

multipolarity is essential because each state will choose a different response to the new choices 

emerging in the digital age. 101 Competing states making decisions under the nuclear shadow will be 

more inclined to assume the worst of others’ intentions, especially in situations where the legitimacy 

of the status quo is contested (i.e., maritime Asia). 

Against the backdrop of existing tensions – especially a limited or proxy conflict or other crisis – 

between nuclear-armed adversaries (U.S.-China; U.S.-Russia; India-Pakistan; or U.S.-North Korea), 

therefore, an act of terrorism or other nefarious non-state action would create additional incentives for 

political leaders to assume the worst of the other’s intentions. Besides, the victim of a non-state or 

terrorist attack (e.g., cyber, disinformation, or drone swarm attack 102 ) would likely be under intense 

domestic political pressure to attribute blame swiftly and retaliate against the perpetrator – or aiders 

and abettors in case of a proxy actor. 103 During a tense situation, when prudent and careful planning 

can run aground against the fog and friction of reality, misperception and miscalculation may generate 

temptations for pre-emption with potentially catalytic effects. 104 According to the offensive realist 

scholar John Mearsheimer, ‘as long as the system remains anarchic, states will be tempted to use force 

to alter an unacceptable status quo.’ 105 The other side could easily perceive one state’s efforts to 

enhance its strategic forces’ survivability with state-of-the-art dual-use technology like AI as a 

potential threat to its ability to survive and respond to a nuclear first strike – or second-strike 

capability. 106 

Authoritarian states may perceive an adversary’s intentions very differently from a democratic 

one. 107 The belief that a regime’s political survival or legitimacy is threatened might cause leaders to 

consider worst-case scenario judgments and behave in a manner predicted by offensive realist 
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scholars. 108 Conversely, non-democratic leaders operating in closed political systems such as China, 

Russia, or North Korea may exhibit a higher degree of confidence (or overconfidence) in their ability 

to respond to perceived threats in world politics. 109 Bias assessments from a non-democratic regime’s 

(or ‘Stasi’ type) intelligence services might reinforce a leader’s faith – or a false sense of security – in 

their diplomatic skill and maneuverability. 110 

Without institutionalized structures (or general staff system) connecting the intelligence services with 

the military and broader political context, decisions will likely be made in vacuums, with minimal 

checks and balances on the political leadership (or supreme leader), and a reduction in ‘bottom-up’ (or 

a ‘fact searching’ organizational culture) information flow – because of the fear of contradicting the 

leadership. 111 This situation can reinforce a distorted (or false) sense of reality, thereby compounding 

the cognitive misperceptions of events that are already present. This situation can reinforce a distorted 

(or false) sense of reality, thus compounding the cognitive misperceptions of events that are already 

present. Social media – and other AI-enhanced information tools – that supply decision-makers with a 

continuous flow of near-real-time information might also complicate the practice of deterrence and 

escalation management before and during future crises. 112 It is politics and the breakdown of human 

bargaining, therefore, that ultimately leads to conflict; AI and other kinds of advanced technologies – 

drones, deepfakes, and cyber capabilities – can be viewed as the tools (or dependent variables) that 

complicate and exacerbate the escalation dynamics determined by human choices, biases, and 

interactions. 113 The amplification of false alarms or the creation of false signals by social media (i.e., 

false positives and false negatives) might also disrupt critical communication channels between 

commanders and their political leadership and between allies and adversaries during crisis or 

conflict. 114 

Authoritarian regimes whose political legitimacy and regime stability are conditioned or legitimized 

by the general acceptance of official narratives and dogma tend to become empowered when people’s 

trust in truth (i.e., faith in what they see and hear) is undermined. The vacuum is filled by the opinions 

of authoritarian regimes and leaders with authoritarian inclinations. 115 Though authoritarian regimes 

might follow a rational logic and pattern of behavior in strategic decision-making, this ‘logic’ will 

reflect the myriad factors that influence a leader’s threat perceptions – including, inter alia, leaders 

personalities, beliefs, experiences, and the importance attached to reputation and status – tethered to 

its (possibly distorted or misinformed) version of events. 116 Thereby confounding the expectations 

and calculations – notions of deterrence and escalation thresholds – of adversaries and increasing 

accidental escalation risk. 117 The relative importance of these factors upon states’ resolve under crisis 

conditions in context-bound situations is difficult to answer with any certainty. 118 

Furthermore, a regime that views its second-strike capabilities – especially its NC3 systems – as 

vulnerable or insecure (North Korea, Pakistan, or perhaps China) may be more inclined to automate 

its nuclear forces and launch postures. In short, non-democratic nuclear states with relatively 

centralized C2 structures, less confident in the survivability of their nuclear arsenal, and whose 

political legitimacy and regime stability is conditioned by the general acceptance of official narratives 

and dogma, would likely be more persuaded by the merits of automation, and less concerned about 

the potential risks – least of all the ethical, human cognitive, or moral challenges – associated with 

this decision. Despite official Chinese statements supporting the regulation of military AI by global 

militaries, much of China’s AI-related initiatives (e.g., the use of data for social surveillance to distill 

a social-credit scoring system and ubiquitous facial recognition policies) focus on the impact on social 

stability, and in particular, efforts to insulate the legitimacy of the regime against potential internal 

threats. 119 

By contrast, the political processes, accountability (especially elected leaders and head of state vis-à-

vis public opinion), nuclear-launch protocols, nuclear strategy and doctrine, mature civil-military 

relations, and shared values between allies (i.e., U.S. and its NATO allies), in democratic societies 

should make them less predisposed – or at least more reticent and encumbered – in use of AI in the 

nuclear domain. 120 In sum, while technological factors involved in NC3 systems are of great 
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importance, political, psychological, strategic cultural, doctrinal, and organizational considerations are 

also central to understanding the nature and key to the mitigation – of accidental escalation risk. How 

might AI-augmented cyber capabilities create new pathways for accidental or inadvertent escalation? 

Disinformation, misinformation, and information manipulation 

One rapidly developing and increasingly prominent field of AI-augmented technology that can 

complement and force multiply existing malicious social manipulation behavior and generate 

campaigns of manipulation – most notably the spread of misinformation or disinformation – is the 

ability to generate audio and video images that fabricate events, create fictitious situations and 

propagate falsehoods. 121 Experts expect that it will be possible for non-state actors (or amateurs more 

generally) to generate photorealistic high definition video, audio, and document forgeries using 

machine-learning tools – in particular, generative adversarial networks (GANs) – at a low-cost and on 

a large scale. 122 In combination with other tools, 123 GANs have already demonstrated that producing 

realistic images is possible and will likely improve significantly in the next few years. 124 Examples of 

disinformation and manipulation, among other things, include distributed audio of private statements 

and conversations between political or military leaders (both domestically or with allies and 

adversaries); video of crises or conflict (see below) designed to incite public outrage and prompt 

pressure for retribution; or audio or video material calibrated to deflect, deceive, or otherwise distract 

attention from, an actor’s culpability of an aggressor by producing false alternative versions of 

events. 125 

As AI technology advances, the quality, cost, and availability of GANs and other tools – especially 

AI-enhanced audio software will make it increasingly difficult to discern what is real from what is 

not, eroding public trust in hitherto trust-worthy information sources. 126 In 2014, for example, 

thousands of residents at St. Mary Parish in Louisiana received a fake text message alert via a bogus 

Twitter account warning of a ‘toxic fume hazard’ in the area. Further fanning the flames, a fake 

YouTube video was also posted showing a masked ISIS fighter standing next to looping footage of an 

explosion. 127 Thus, it is not difficult to imagine how these AI-enhanced technologies in the hands of 

non-state actors with nefarious goals (or ‘apocalyptic’ world view) might have dangerous 

consequences or for nuclear security and strategic stability. Deliberate malevolent information 

manipulation by non-state actors (terrorists, criminals, or state proxies) could destabilize implications 

on effective deterrence and military planning, both during peace and war. GANs generated deepfakes 

might also exacerbate the escalation risks by manipulating the digital information landscape, where 

decisions about nuclear weapons are made. It is easy to imagine unprovoked escalation caused by a 

malicious third-party (or state-proxy) clandestine false-flag operation in the competitive strategic 

environment. 128 During a crisis, a state’s inability to determine an attacker’s intent may lead an actor 

to conclude that an attack – threatened or actual – was intended to undermine its nuclear deterrent. 129 

AI systems will likely come under inexorable stress from nefarious attacks using counter-AI 

techniques (e.g., data pollution, spoofing, false alarms, or tricking a system in order to reverse 

engineering algorithms), which might undermine the confidence in a network, creating new 

vulnerabilities, errors, and unintentional escalation risks. In the emerging deepfakes arms-race – much 

like cybersecurity more broadly – detection software will likely lag behind advances in offensive 

enabling solutions – or offense-dominant ones. 130 According to computer science expert Hany Farid, 

there are probably 100 to 1,000 times ‘more people developing the technology to manipulate content 

than there is to detect [it].’ 131 Efforts to counter these technologies and regain the upper-hand in the 

war on digital fakery have been underway for several years (e.g., automated anti-virus software, 

encryption, and other tools to call-out manipulated images and videos). Today, more sophisticated AI-

enhanced techniques coupled with research that suggests pre-existing cognitive schemes, beliefs, and 

attitudes rather than credulity or gullibility determines whether the public believes particular fakery is 

real or not – meaning fake images and videos can achieve accepted even though they can be easily 

debunked. 132 
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AI-enhanced fake news, deepfakes, bots, and other malevolent social media campaigns could also 

influence public opinion – creating false narratives or amplifying false alarms – with destabilizing 

effects on a mass scale, especially in times of geopolitical tension and internal strife. 133 In 2017, for 

example, a deepfake video was circulated on Russian social media, alleging a U.S. B-52 bomber had 

accidentally dropped a ‘dummy nuclear bomb’ on a Lithuanian building. 134 A state or non-state actor 

could, for instance, generate an image or recording of a military commander obtained from open-

sources to generate and disseminate a deepfake containing false orders, intelligence, or geospatial 

imagery that at best generates confusion that, in the worst-case scenario, aggravates a tense situation 

or crisis between rival nuclear powers – this idea is examined below. For example, in the world’s first 

reported AI-enabled theft in 2019, non-state actors used AI voice mimicking software to generate a 

fake recording of a British energy executive. 135 In short, AI-augmented technology is rapidly 

becoming another capability in non-state actors’ toolkit to wage campaigns of disinformation and 

deception – one that both sides may have used against them. 136 

The democratization of ever more sophisticated technology will likely amplify documented human 

pathologies, 137 explaining people’s attraction to novel and negative information, memes, falsehoods, 

and filter bubbles – the so-called ‘information cascade’ phenomenon – which deepfakes are adapt to 

perpetuate. 138 In the case of cognitive availability heuristics, people tend to skew their judgments to 

more recent (or memorable) information, situations, or experiences, thus making new or novel 

opinions biased toward those that can be more easily recalled. 139 During times of high-pressure crises, 

decision-makers tend to interpret unusual circumstances as threatening, even if an adversary’s 

behavior has not changed. Routine activities (e.g., troop movements) scrutinized in the context of an 

early-warning alert may be considered as more menacing than they might otherwise be. 140 

In 2017, for example, South Korean counterintelligence officials received fake mobile and social 

media alerts with orders for U.S. military and DoD personnel to evacuate the Korean 

Peninsula. 141 Information attacks such as this suggest that non-state actors, state proxy actors – and 

perhaps state actors – will inevitably attempt to use social media as a tool of war to provoke nuclear 

confrontation for political-ideological, religious, or other malevolent goals; and with increasing levels 

of sophistication, stratagem, and AI-enhanced subterfuge. 142 AI might also enable non-state actors to 

automate, accelerate, and scale synthetic social media accounts and content to support malevolent 

disinformation operations. 143 

These potentially catalytic dynamics will likely be compounded by human cognitive bias. A 

motivated non-state actor would be well-positioned to use AI-augmented tools (e.g., ‘fake news’ or 

deepfake generated propaganda) to exploit this psychological weakness, ensuring control of the 

dissemination of false narratives and opinions. Threat assessments of catalytic escalation must, 

therefore, include both the likelihood that a third-party can execute a particular attack and the 

probability that the falsehoods or fakery that transpires leads to escalation. 144 Strategic decisions 

made by isolated nuclear-armed authoritarian regimes under these circumstances – especially regimes 

that believed their survival was threatened – could trigger dangerous accidental nuclear escalation 

dynamics. 

Fictional scenarios 

The following section includes four fictional scenarios – cyber ‘false flag’ operation, cyber-attack on 

nuclear early-warning systems, drone swarming targeting ISR systems, and deepfake disinformation – 

to illustrated how AI-augmented capabilities in the hands of non-state actors might accidentally or 

inadvertently drag a competitive nuclear dyad into conflict. 145 These fictional scenarios are premised 

on three assumptions: (1) the involvement of a nuclear-armed adversarial dyad adversary during a 

crisis or period of tension; (2) the existence of information asymmetry; and (3) the technical 

feasibility of the operations described – either currently in existence or considered technically viable 

shortly. Why these capabilities and not others? These capabilities are of particular interest because 

they play an increasing role in how non-state actors leverage the asymmetric and low-cost benefits of 

https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541
https://doras.dcu.ie/25405/1/full/10.1080/01402390.2020.1867541


AI technologies to realize their malevolent objectives. Although multiple pathways may be activated 

during an actual conflict or crisis – either simultaneously or sequentially – assessing each of these 

potential escalatory pathways offers insight into the interplay of strategic AI technologies and stability 

risks. One caveat, though: in the real-world, the aggravating factors described above, would interact 

with each other. The participating actors’ relative capabilities would vary, thus producing a potentially 

much larger potential universe of possible scenarios than outlined here. 

Scenario (1) Cyber ‘false-flag operation’ 146 

Party A (a non-state actor) launches a false flag cyber operation – data manipulation, social media 

flooding, a spoofing attack, or other deception – against State B and C, which is not traced to Party A 

and appears to both State B and C to come from the opposing side. 147 Convinced that the other side is 

responsible and about to be attacked by the opposing side of the nuclear-dyad, State B retaliates 

against State C in a pre-emptive attack that C views as unprovoked aggression – sparking a catalytic 

war. During a crisis between two states, leaders would likely be predisposed to assume the worst 

about the other’s intentions, thus making them less likely to exercise rigorous due diligence to 

establish high confidence attributions (or false positives) due to a cyber-attack. 148 

Scenario (2) Cyber-terrorism vs. early warning systems 

During a period of heightened tension or crisis between State A and State B, a third-party actor or 

terrorist floods social media outlets and open-source crowdsourcing platforms with false information 

(e.g., satellite imagery, 3D models, or geospatial data) about the suspicious movement of State A’s 

nuclear road-mobile transporter erectors-launchers (TELs). 149 Because of State B’s inability to 

determine with confidence the veracity of this information, and with mounting public pressures to 

respond, State B escalates a situation on the falsehood (or false positive) it is the target of an 

unprovoked attack. 150 Asymmetries between adversaries NC3 systems and military capabilities would 

likely exacerbate the fictional scenario’s escalation mechanisms. 151 Taken together, increasingly 

sophisticated and accessibility of deepfake technology, the inherently dual-use nature of AI, the 

problem of attribution in cyberspace, the increasingly complex and interdependent nature of NC3 

systems, and a compressed timeframe for strategic decision-making associated with hyper-speed 

warfare, will continue to lower the threshold for false-flag operations. 152 

Scenario (3) Drone swarming vs. ISR systems 

An insurgent proxy of State A uses a swarm of autonomous micro-drones over an adversary’s 

territory as part of a clandestine ISR mission. 153 Because this type of sophisticated technology is 

considered beyond the reach of a lone wolf or unsponsored terrorist group, 154 State B attributes to its 

militarily superior adversary, and thus, views this proxy as a precursor for an attack planned by A. 

The use of autonomous swarms, especially during periods of tension or insensitive anti-access/area 

denial (A2/AD) environments, might generate incentives for pre-emption. Further, the sophistication 

of A2/AD capabilities such as drone swarms – and advanced non-nuclear strategic weapons including 

hypersonic weapons, cyber, and anti-ship ballistic missiles (ASBMs) – complicates Herman Kahn’s 

notion of ‘ladders of escalation’ to achieve a superior position vis-a-vis an adversary across the range 

of escalation rungs – or ‘escalation dominance.’ 155 Where on the escalation ladder is a swarm attack 

against the United States’ nuclear ISR? Would a Chinese cyber-attack targeting a U.S. water supply 

facility be more or less escalatory than an ASBM attack on a U.S. aircraft carrier in the West 

Pacific? 156 

Conversely, the discovery of information by State A (e.g., suspicious troop movement or missiles 

leaving their garrison) could prompt A to escalate a situation, motivated by the desire to capture the 

perceived strategic upper hand. Moreover, State A might consider the first-mover advantages of using 

low-cost and relatively dispensable drones as controllable at a conventional level, which would likely 

increase their appeal, at least in the opening stages of a conflict. In the event State A’s unarmed proxy 
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drone swarm was attacked by B in a counterterrorist or counterinsurgent strike, 157 State A would be 

forced to either accept this vulnerable asset’s loss or escalate a situation – through its surrogate proxy 

or more directly. 158 

Scenario (4) Deepfake disinformation 

To incite conflict between two nuclear-armed rival states, State A hires proxy hackers to launch a 

deepfake video, depicting senior military commanders of State B conspiring to launch a pre-emptive 

strike on State C. 159 This footage is then deliberately leaked into C’s AI-augmented intelligence 

collection and analysis systems, provoking C to escalate the situation with strategic 

consequences. 160 B, fearful of a decapitating strike and losing the first mover’s advantage, swiftly 

escalates the situation. 161 The current underdeveloped state of ‘counter-AI’ capabilities and other fail-

safe mechanisms (e.g., circuit breakers) to de-escalate escalation in cyberspace will make the 

unprovoked and unintentional escalation dynamics depicted in this scenario very challenging to 

anticipate and thus mitigate. 162 

Conclusion 

How can militaries maintain effective command and control of nuclear forces in a rapidly evolving, 

uncertain, and complex conflict environment? While no amount or combination of controls, 

procedures, or technical enhancements can eliminate the possibility of catalytic nuclear escalation – 

and accidental escalation more broadly – specific measures that focus on reducing the possibility of 

accidental nuclear war may help to reduce some of the risks highlighted in the scenarios in this article 

– especially human and technical errors that occur in cyberspace. 163 Because accidental (and 

inadvertent) escalation dynamics are not the result of decision-makers electing to escalate, it cannot be 

deterred in the traditional sense. 164 Deterrence by denial measures by decision-makers, in advance of 

a non-state actor’s attack, might contribute to escalation management, however. 165 

These measures can be broadly categorized into three areas. 166 First, enhancing the safety of nuclear 

weapons and harden NC3 systems and processes (e.g., safeguards, risk analysis to strengthen NC3 

systems, and building more resilience into PALs). 167 NC3 infrastructure security could be 

strengthened further through more robust cyber defenses (e.g., deepfake detection software), 

identifying false information and ameliorating the impact of misinformation and 

disinformation. 168 Second, improving existing NC3 control protocols, and mechanisms (e.g., adding 

redundancies, enhancing procedures and launch protocols and authentication codes, and including 

back-ups into ISR operations and data-gathering). 169 Third, enhancing safeguards to contain the 

consequences of errors and accidents when they occur (e.g., personal training, independent sources to 

verify and collaborate threat and crisis assessments, collective monitoring of events, and bilateral and 

multilateral data exchanges in the aftermath of accidents). 170 Social media could be used, for 

example, to distribute and disseminate accurate rapidly and time sensitive information during a crisis 

or conflict. 

The extent to which these measures decrease the risk of catalytic war will ultimately depend on how 

the various actors (state and non-state) use the cacophony of AI-augmented technology to achieve 

their eclectic – and often conflicting – goals. To be sure, these factors might have confounding effects 

in which AI and autonomy. For instance, some actors might use AI technology to decrease risk, even 

as others – especially non-state and third-party actors – take deliberate steps that increase escalation 

risks. Ultimately, the effects of catalytic escalation risk that emerge from the use of these technologies 

will depend on the relative strength of the destabilizing factors involved, how both sides perceive 

these factors, and the fear it instills in others. 

Several experts have suggested that integrating AI machine learning and autonomy into NC3 systems 

by improving situational awareness, reducing information overload, and enhancing the speed and 

scope of intelligence collection and processing may strengthen nuclear safety. 171 Others contend that 
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the introduction of AI, and other emerging technology, could create new vulnerabilities and sources of 

errors, which non-state actors will inevitably seek to exploit. 172 These concerns have prompted some 

to propose that nuclear-states commit to retaining humans’ role in decisions relating to NC3 

(especially early warning systems) and the nuclear enterprise more broadly. 173 In a similar 

preventative approach, some have called for states to prohibit using cyber capabilities against NC3 

systems. This would do little to preclude non-state (or state-sponsored) cyber interference, 

however. 174 In short, given the complex interactions and interdependencies of modern NC3 systems, 

technical solutions may well create new risks, vulnerabilities, and uncertainties that compound the 

existing risks of catalytic escalation. 

Besides, nuclear-powers might explore expanded intelligence sharing arrangements, reduce accidental 

escalation risks – unauthorized use of nuclear weapons, human or technical errors, or false warning – 

caused by non-state actors’ actions. Other more wide-ranging measures that may also improve 

stability include: reducing the number of nuclear weapons; taking arsenals off high-alert (or launch-

on-warning) status; separating warheads from delivery systems (or de-matting warheads); shifting to a 

deterrent-only (or minimum deterrence) force posture, and adopting a no first use declaratory policy – 

as China and India do today. 175 Unlikely as it may be that these agreements could (technically or 

politically) be verified for formal compliance purposes, a normative framework or understanding 

would be worthwhile exploring nonetheless. 176 Strategic competition between great powers, to reap 

the perceived first-mover advantages of AI, will likely become a negative-sum enterprise without 

resolving the control and safety issues. 177 

Can arms control agreements encompass emerging technologies such as AI? How might non-

proliferation look in the age of AI? 178 The long-standing Nuclear Non-Proliferation Treaty (NPT) 

provides a successful case study in global governance that minimized the threat posed by the 

weaponization of new (i.e., atomic) technologies while enabling the mutual benefits of sharing 

nuclear technology to strengthen strategic stability. AI is much more broadly diffused than nuclear 

technology; however, with the private sector’s heavy involvement in the research, development, and 

application of AI technology. When the lines between dual-use capabilities and nuclear and non-

nuclear are blurred, arms control is much more challenging, and strategic competition and arms racing 

are more likely to emerge. 179 In short, legacy arms control frameworks, norms, and even the notion of 

strategic stability itself will increasingly struggle to assimilate and respond to these fluid and 

interconnected trends. Another complicating issue is that today there are no standard definitions – or 

engineering methodology – to formulate new regulatory or arms control frameworks to ensure the 

safety and robustness of AI – the so-called ‘AI control problem.’ 180 For example, some AI experts 

believe that existing tools (e.g., reinforcement learning techniques) cannot resolve humans’ risks from 

AI-augmented autonomous systems. 181 Thus, a different kind of algorithm than currently exists will 

probably be needed; prioritizing the safety, robustness, and interpretability of complex AI-infused 

NC3 systems. 

As decision-makers ruminate over the ways and means in which the actions of a non-state actor might 

spark a catalytic nuclear exchange, they will need to consider how they would respond to such an 

attack and how an appropriate response might become a self-fulfilling prophecy – a chain of reaction 

and counter-retaliation – that leads unintentionally to nuclear war. Thus, as militaries modify 

operational concepts and strategic doctrines to manage escalation risk in the digital age, it behooves 

leaders to account for the rapidly evolving nature of the emerging threat environment, characterized 

by complexity, uncertainty, deception, misperception, and vulnerability. Future research would 

benefit from a data acquisition strategy test – such as wargaming or experimental wargaming – to the 

extent the effects of the aggravating factors described in this article affect human decisions to escalate 

a situation, potentially leading to catalytic war. 
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