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Abstract—This work is devoted to creating a network  protocols of different types are used to find the best route to
device emulation method for testing self-created network the destination according to different parameters.
protocols (particularly routing protocols). It can be run on .
single device without virtualization or containerizing. The * To create easy to access network infrastructure,
method was developed using the concept of software-defined  Touters can serve as different servers, such as a DNS or
networks (SDN), as well as the Network functions =~ DHCP server.
virtualization (NFV) architectural framework created by ETSI.
When developing the method, the means of mathematical and
simulation modeling were used.

e Routers can establish encrypted tunnels for secure
data transmission to remote network.

e Firewall and Intrusion Prevention System (IPS).
Keywords— network device, dynamic routing protocol, test M (IPS)

environment, Python, SDN, network functions virtualization. III  SDN AS A SOLUTION FOR PROBLEMS OF MODERN

I SMART INTERNET DEVICES NETWORKS

In the days when network technology was still in its At the moment, there are two trends in the development

infancy, every recipient on the network received all of networks:
transmissions, apd one 'real recipic?nt detemined that the data e  optimization of existing technologies, protocols,
was meant for him, while others simply discarded the data. mechanisms, algorithms in accordance with the requirements
To date, it is clear that such a scheme in today's  thatare presented to modern networks;
environment of mistrust is danger.ous. and ineffective. You e automation of management of network devices;
cannot send your two-way authentication data to all devices . o )
on the network. e  virtualization of network functions.
Technically, the above scheme was in the era of hubs, ~ One of the most promising methods that can help to solve
which were not intelligent devices that directed traffic from  listed problems is the Software Defined Networking (SDN)
one interface to all others. model [4], which provides for the separation of traffic

L transmission functions and control functions, including
As network technology became more sophisticated, smart  ¢nro] of both the traffic itself and the devices that transmit

devices were able to i'dentify th‘? correct .recipient and route it According to the SDN concept, all control logic is located
traffic to their destination accordingly. This refers to switches in controllers that are able to monitor the operation of the

and'routers, which are now usually combined into a single  optire network using special protocols (for example,
device. OpenFlow), which operate on the concept of flows and can
perform various actions with them (allow, deny, redirect, edit
) fields in packages, etc.). The advantages of a software-

There are a lot of the functions that perform network  defined network are centralized management, simplification
devices. For example, the router performs many tasks [1-3]: of network maintenance and modernization.

I NETWORK DEVICES FUNCTIONS

e  Connecting local networks to the global network. Network functions virtualization (NFV) is an
architectural framework created by the European
Telecommunications Standards Institute (ETSI) that defines
standards to decouple network functions from proprietary
hardware-based appliances and have them run in software on

e Finding the best route for packet delivery over the standard x86 servers. Some of the benefits of NFV are
network by composing routing tables. Dynamic routing

978-1-6654-3847-6/21/$31.00 © 2021 IEEE

e Network segmentation into separate broadcast
domains, which increases the security, performance and
controllability of such networks.
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similar to the benefits of server virtualization and cloud
environments [5]:

e  Reduced capital expenditure (capex) and operation-
al expenditure (opex) through reduced equipment costs and

efficiencies in space, power, and cooling.

Faster time to market (TTM) because VMs and con-
tainers are easier to deploy than hardware.

[ ]
services.

Improved return on investment (ROI) from new

Ability to scale up/out and down/in capacity on de-
mand (elasticity).

e  Openness to the virtual appliance market and pure

software networking vendors.

e  Opportunities to test and deploy new innovative

services virtually and with lower risk.

NFV Architecture Framework, that was developed by
ETSI showed on Fig.1.
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Virtual
Compute
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Hardware Resources
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Fig. 1. ETSINFV Architectural Framework

IV CONCEPT OF TEST ENVIRONMENT

There is no simple test environment for creating new
dynamic routing protocols [5-9]. There are several projects
for modeling a network on a regular computer, but they do
not involve significant protocol changes and load the system
with things that are not needed in routing testing, such as the
second layer. Although mostly already existing projects use
containerizing or must be deployed on different physical
devices or virtual systems using virtualization.

Therefore, it was decided to create a simple system
exclusively for testing dynamic routing protocols. The
system works on one computer and allows you to quickly
and easily create and modify various routing protocols with
their subsequent testing, as well as in the future to implement
the developed routing methods that are more efficient than
existing ones.

V  WHY USING PYTHON

Python was the language of choice due to its high
prevalence, especially among network professionals.
Although using Python as a development language will allow
the application to be as cross-platform as possible [10-20].

VI HOW SECOND NETWORK LAYER WORKS IN APPLICATION

Instead of emulating the second network layer which is
not needed for developing and testing dynamic routing
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protocols our utility uses sockets. When using sockets there
are no MAC addresses and ARP packets but ports. So to
emulate different interfaces on one computer we need a
network port for every interface. Although we need to
connect interfaces to send data from one to another. So we
use something like broadcast ports. In one simulation
interfaces with one broadcast port will hear each other's
packets. So we can use broadcast connection to send
something like ARP packets and connect interfaces in
something like socket connection.There is two ways
connecting interfaces:

1. connect to_router function must be executed at first
routers interface that want to be connected

Manual connecting

2. accept_connection function must be executed at
second routers interface that want to be connected

e Automatic connection

1. There is must be only two interfaces in broadcast
connection (only 2 interfaces must have same broadcast port)

2. From one interface to broadcast must be send
message “Hello, lets connect”

Example of router connections in simulation will be
displayed in the next image.
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Fig. 2. Example of router connections in simulation.

VII HOW ROUTING WORKS IN APPLICATION

After creating interfaces and their connection we need to
create basic static routing logic. Interfaces are always
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listening for new packets and depending on the destination
IP-address field in the packet decide what to do with it. If the
received packet destination is appointed to one of routers
interfaces it will just say that receive packet. If the router
knows that destination IP-address is one of IP-addresses his
interfaces connected directly to. It will just send this packet
from this interface [21-25]. If the packet destination IP-
address is in one of the networks that is in routers routing
table router will send packet to interface appointed to this
network in routing table. Although if the packet is not in
some network router will send it to the next hop interface
(0.0.0.0 network in routing table). And finally if the router
can't find any route it will drop the packet.

Next will be displayed routers working schema.
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new packets I
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Fig. 3. Routers working schema

VIII HOw DYNAMIC ROUTING PROTOCOLS ARE IMPLEMENTED
IN APPLICATION.

To create your own dynamic routing protocol, you need
to create a new class that inherits the RoutingProtocol class.
You can also copy and change the already created example
class. Any additional data arrays can be created inside, for
example, information about delays to each destination node.
The dynamic routing protocol changes the main routing table
in the router with new information. To find new routes, you
can use not only messages on the router interfaces, but also
broadcasts. In the dynamic routing protocol there is a

function with some trigger. Trigger can be a time passed
from the last main function run or function call etc. Trigger
runs the main dynamic protocols function which defines the
best routes and changes routers routing table [26-33].

We have made a simple router simulation using Python
and sockets, simulating a very simple network with a single
server and multiple clients [9-10]. The server shall be
sending some data to the router, and the router will have
functionality to decide which client to deliver the data to
(Fig. 4-5).

__(self, hostname, inter
self.hostnane =

nterfaces =
self.ip_list -

self.

self.data_packet = {
self.broadcast_

self.connections = {
self.threads - {}

self.routing_table

interface in self.interfac
broadcast_port = self.i
broadcast_socket - s
broadcast_socket.
broadcast_socket.
broadcast_socket.

SOCK_DGRAM)
)_ BROADCAST, 1)

Fig. 5. A simple router simulation using Python. Interfaces

IX CONCLUSIONS

Considering limitations and trends in modern networks
the existing standards the best decision is to use NFV.
Architectural Framework of NFV was developed by ETSIL.

Emulation of network devices and their functions gives
an opportunity to develop and modify our own standards,
which gives us more flexibility while designing the corporate
and global networks. In this work a method for developing
new and modifying existing network functions was created
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and environment for testing self-created dynamic routing
protocols was tested.
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