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Abstract

While the literature commonly prevails a positive outlook on how Industry 4.0 (14.0)
enhances sustainability, there exists an understudied aspect—the darker side of
14.0—that has negative implications and has not yet been systematically addressed.
This research aims to challenge the assumption of a sustainable 14.0 by highlighting
the potential negative implications of 14.0 technologies on sustainability, emphasising
potential measures to mitigate such effects, and presenting a framework for a sus-
tainable future. A dual research methodology was used to conduct this research
work. The systematic literature review (SLR) method was used to synthesise the
literature. Additionally, a questionnaire was sent to 34 manufacturing Small and
Medium-Sized Enterprises (SMEs) to measure their current progress towards triple-
bottom-line (TBL) sustainability. This SLR navigates through the complex multiface-
ted nature of the dark side of 14.0, including job displacement, wage disparity,
cybersecurity risks, socio-economic disparities, and environmental effects. This study
presents a structured five-step approach that emphasises the integration of cutting-
edge 14.0 technologies with a focus on sustainable development practices to address
economic, environmental, and social issues for a sustainable 14.0 future. This article
aimed to understand 14.0 as a whole phenomenon from the perspective of TBL sus-
tainability. The originality of this research article lies in uncovering the hitherto less-
understudied negative aspects of 14.0 and presenting a complex interpretation of 14.0

and its impact on TBL sustainability.
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important role in achieving higher efficiency and contributing to
economic sustainability (Antony et al., 2023; Beltrami et al., 2021;

In the last decade, Industry 4.0 (14.0) has completely transformed
the landscape of the manufacturing sector, offering unprecedented
productivity, automation, and connectivity with advanced technolo-
gies like the Internet of Things (loT), Artificial Intelligence (Al),
Cyber-Physical Systems (CPS), and Big Data Analytics (BDA)
(Ghobakhloo et al., 2021; Li et al., 2017; Rozanec et al., 2022).
Within the existing literature concerning 14.0, it is generally recog-

nised that the digitalisation of processes and automation plays an

Ghobakhloo, 2020). Emerging technologies like 1oT, BDA, and sen-
sors have the potential to reduce the consumption of resources and
energy in manufacturing processes through seamless connectivity
and data interpretation which leads to environmental sustainability
(Oztemel & Gursev, 2020; Skobelev & Borovik, 2017; Wang
et al., 2022). Additionally, some authors Kamble et al. (2018), Miiller
et al. (2018), and Thoben et al. (2017) concluded that human-
machine interface technology contributes to social sustainability
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and offers benefits, including better working conditions by enabling
more ergonomic and safe operations.

This journey of transformation has not been without challenges.
Since the rapid adoption of 14.0 technologies has gained momentum,
on the other hand, it sparked a spectrum of unintended concerns
spanning environmental and social implications, exposing the darker
side of 14.0 (Dieste et al., 2023; Dohale et al., 2023). The implementa-
tion of 14.0 practices in Indian manufacturing industries has raised
concerns about job losses (Narkhede & Chinchanikar, 2024; Pasi
et al.,, 2020). While, environmental issues such as high energy con-
sumption, resource depletion, and electronic waste have been dis-
cussed by Moktadir et al. (2018).

Additionally, many organisations prioritise marketing and image-
building rather than making serious efforts to promote sustainability
(Ruiz-Blanco et al., 2022). This trend is referred to as sustainable
washing or greenwashing and is often criticised for undermining and
misleading consumers and diluting the impact of genuine sustainability
initiatives (Khan et al., 2021). Sustainable washing is the term that
describes situations in which organisations promote themselves as
sustainable or environmentally friendly without significantly modifying
their actual practices (Alonso-Calero et al., 2021).

These challenges underscore the significance of sustainability prin-
ciples while implementing 14.0 technologies, which aligns with the objec-
tives of sustainable development (SD) goals (Dohale et al, 2024;
UN, 2015). SD goals aim to confront Triple-Bottom-Line (TBL) sustain-
ability challenges to ensure a more equitable and environmentally
responsible future (Kumar, 2017; Susitha & Nanayakkara, 2023). TBL is
an approach that considers three variables of performance: financial,
social, and environmental (Alhaddi, 2015). This notion implies that for
any organisation to be considered sustainable, it should not only excel
financially but also act in a socially responsible manner and minimise its
environmental impact (Ahmad et al., 2019). Incorporating the variables
derived from intuition or theory is important for several reasons. It helps
ensure that the selected variables align with RQs and the underlying
theoretical framework. Additionally, it enables comparisons with existing
literature and theoretical models, thereby allowing for more meaningful
insights derived from the results. Finally, this approach enhances the
overall rigour of the study by demonstrating that variable selection was
based on reasoned consideration rather than random choice.

The darker side of 14.0, including economic, environmental, and
social aspects, presents some critical research gaps. First, studies on
14.0 typically emphasise the positive aspects, but the negative aspects
have received less attention and require further in-depth discussion.
Second, research on the driving forces and barriers of 14.0 majorly
emphasises on economic dimension, while the environmental and the
social dimensions have been ignored. Third, there are very few empiri-
cal studies conducted on 14.0, and whatever studies are available, the
research sample is usually quite small. Fourth, the social implications
of 14.0 offer opportunities to regions with labour shortages, like
Europe and the USA, while posing challenges for countries like India,
where there is a surplus of cheap labour. To the best of our knowl-
edge, very few studies have tried to explore all three dimensions of
sustainability from India's perspective. Thus, there is an imperative
need to investigate the implications of 14.0 from India's point of view.
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In light of apprehensions in the context of the darker side of 14.0,
the following three research questions (RQs) are formulated to
explore the multifaceted challenges, encompassing socio-economic
and environmental implications. The primary objective behind explor-
ing these challenges is to propose TBL sustainable strategies that can
attenuate the detrimental effects, thereby paving the way for a future

that blends technological innovation and sustainable progress.

RQ1. What unintended consequences can emerge

from the implementation of 14.0 technologies?

RQ2. How do the socio-economic and environmental
disparities brought by 14.0 contribute to its dark side?

RQ3. What measures can be implemented to ensure
that this current transformation is both inclusive and

sustainable?

In an attempt to answer these questions and provide a compre-
hensive understanding of the darker side of 14.0 and its impact on TBL
sustainability, this study uses a mixed-methods approach, enabling
both quantitative and qualitative data collection. This research is a
blend of primary research in the form of a questionnaire survey and
semi-structured interview and secondary research through a System-
atic Literature Review (SLR) to thoroughly explore the complex and
multifaceted landscape of negative aspects of 14.0. Initially, a SLR was
carried out to investigate the existing literature concerning the darker
side of 14.0. Subsequently, the questionnaire survey approach was
used to gain insights into the actual ground reality within manufactur-
ing SMEs located in Pune and the Mumbai region of Maharashtra
state, India. The study aims to uncover a more comprehensive under-
standing of the complex interplay between 14.0 technological
advancement and TBL sustainability concerns. This understanding will,
in turn, enable stakeholders, policymakers, and industry leaders to
devise holistic strategies that capitalise on the benefits of 14.0 while
proactively addressing TBL sustainability.

The subsequent sections of this research article are structured as
follows: Section 2 describes the methodology used to search perti-
nent research articles. Section 3 provides a thorough examination of
the existing literature. Section 4 delves into a comprehensive dis-
course on the findings obtained. Ultimately, Section 5 serves as the
conclusion, exploring potential directions for future research and

acknowledging the limitations.

2 | METHODOLOGY

The research was conducted using a dual methodology approach.
Section 3 leverages insights from existing literature through a system-
atic literature review (SLR) methodology. SLR is an approach used for
identifying, assessing, and synthesising all available literature that is
pertinent to a particular research question (Xiao & Watson, 2019). It
entails an organised and thorough search of scholarly databases, suc-
ceeded by a stringent screening procedure to identify pertinent
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research according to predefined criteria (Dohale et al., 2022; Figure 1 shows a rigorous and structured approach to collecting,
Snyder, 2019). A comprehensive overview of the current state of summarising, and synthesising existing research on the darker side of 14.0.
research on the topic is then provided by critically evaluating and SLR was conducted in the following seven stages, including deciding the
synthesising the articles that have been selected. research objective (RO) and Research Questions (RQs), finalising
STEP 2: Formulate LSS. STEP 3a: Formulate ICs

STEP 1: Articulate
ROandRQs ; ________________________ & _____________

.

#RO: To explore the

IC 1: Relevance to Darker Side

#1 “Industry 4.0” of 14.0

i
|
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
\

IC 2: Addresses sustainability E_

negative aspects of #2 “Sustainability” aspects
14.0.
#RQs: 3 RQs IC 3: Literature reviews, and case
presented in section 1 #1 AND #2 studies
STEP 4: Initial screening and full text review STEP 3b: Decide ECs

(Documents removed by considering ECs).

:' 4—:—3’— EC1: Keyword 14.0 used merely.
' | No. of papers : Lz
i excluded: 21 ) | i EC2: Paper lacks discussion on
—E— Initial pool of EC2: (n=11) ! : 14.0, and negative aspects of 14.0
! qualifying N
; papers: 57 !
! . EC3: English is not primary
W\ / ! language.
STEP 5: Backward review T TITTTITTTITTTTTTTTTTTTTTTTTTTToTTTooooes .
and forward review /| Articles added after )
| forward review !
/ . \ [ Total documents removed :
Examine the references : in 4% Stage2 | |
included in the initially | & :
identified documents and : Research papers included ——
.| perform a forward search ' in 5" stage: 40.

to locate additional articles
that have been referenced
in the eligible pool of

Karticles. / _________________________________________ T

STEP 6: Data extraction and content analysis w

Extended pool of eligible i
documents: 57+40 = 97 1

Identifying similarities between papers

STEP 7: A total of 97

articles have been Categorise and synthesize the insights J
referenced in this
research paper.

Present future research opportunities

FIGURE 1 Research articles search methodology. (* Source: Author's own work).
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Literature Search Strings (LSS), Inclusion Criteria (ICs) and Exclusion Cri-
teria (ECs), initial screening and full-text review, backward review-forward
review, data extraction and content analysis, and finally, the results of the
SLR are reported in a structured manner in this research article.

The articles were initially retrieved from various databases,
including Scopus, Web of Science, Research Gate, and Google Scholar,
using LSS and Boolean syntax (AND/OR) as shown in Step 2. Subse-
quently, the application of exclusion criteria resulted in the exclusion
of 21 articles. Furthermore, the number of eligible papers decreased
to 33 after an initial screening and thorough review of full-text arti-
cles. In the fifth step, the authors reviewed the references cited within
the eligible documents and conducted a forward search to find new
research papers that had been referenced in the initially identified eli-
gible articles. After forward review, the expanded pool of eligible
research papers numbered 65. Finally, the included papers were ana-
lysed to categorise them based on their theoretical viewpoints and
empirical findings. This categorisation facilitated the accurate report-
ing and citation of these articles throughout the research paper.

Following this, Section 4 describes a questionnaire survey con-
ducted to understand the current status of 14.0 in Indian manufacturing

firms and their implications on social and environmental dimensions.

3 | SYSTEMATIC LITERATURE REVIEW

14.0 is characterised by the integration of digital technologies, including
loT, Al, and BDA, and has garnered significant attention for its potential

1

Industry 2.0
-Mass production
-Electrical energy

Industry 1.0
-Mechanical production
-Water and steam
power

First assembly line
[ First mechanical loom ]

7 i

to revolutionise manufacturing and production processes (Dionisio
et al., 2024). However, this technological transformation is not without
its dark side, but literature has mostly illuminated the positive dimen-
sions of 14.0. This research study provides an overview of the emerging
issues associated with 14.0 implementation and its impact on the eco-

nomic, social, and environmental dimensions of TBL sustainability.

3.1 | 14.0: An overview

The pursuit of cutting-edge technologies has always remained a pow-
erful driving force for global changes. The manufacturing sector has
always stood at the center of such endeavours, eager to pioneer new
ideas and embrace the newer technological frontiers for sustainable
manufacturing (SM). It is within this context of industrial revolutions,
spanning from the inception of Industry 1.0 to this current fourth rev-
olution, 14.0. Figure 2 depicts these industrial revolutions in chrono-
logical order.

14.0 embodies a transformative paradigm within the manufactur-
ing sector, marked by the seamless integration of digital technologies,
automation, and data exchange (Thoben et al., 2017). This evolution is
characterised by the adoption of cutting-edge technologies such as
loT, AIML, BDA, CPS, Industrial Robots and Automation (IRA), Aug-
mented reality (AR) and virtual reality (VR), blockchain, and AM
(Narkhede et al., 2023; Nascimento et al., 2019).

Table 1 provides an overview of the most widely used 14.0 tech-

nologies and their applications.

Industry 4.0
-Robotics, loT
-Big data, cloud
computing,
-Digitalization
Industry 3.0
-Electronics, IT
-Automation

Automation using
Cyber-physical

First programmable J systems

logic controller

Industrial revolutions

v v

1780 1870

FIGURE 2
RIGHTSE LI MN iy

% Y

1970 2010

Evolution of Industrial Revolutions. (* Source: Author's own work).
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TABLE 1 14.0 technologies and their applications.

Author/s
Atzori et al. (2010), Oztemel and Gursev (2020), and

Trappey et al. (2016)
Kok et al. (2009), Maddikunta et al. (2022), and Monostori (2003)
Buhl et al. (2013), Fosso Wamba et al. (2015), and
Vera-Baquero et al. (2014)
Al-Salman and Salih (2019) and Lee et al. (2015)
Aghimien et al. (2020) and Ribeiro et al. (2021)
Duréo et al. (2017) and Ramya and Vanapalli (2016)
Ghobakhloo (2020), Khanfar et al. (2020), Queiroz et al. (2020),

and Zheng et al. (2021)
Bednar and Welch (2020) and Nunes et al. (2017)

Source: Author's own work.

sustainablesupply chain

Development *

14.0
technologies Applications
loT Connects machines to the internet, enabling smarter

interactions

AIML Integrates human intelligence in machines to perform
work functions autonomously

BDA Enables data-driven decisions, and uncovers trends and
patterns
CPS Interconnect devices to integrate the physical world with

digital intelligence

IRA To perform hazardous and repetitive tasks to enhance
productivity
AM Rapid prototyping, customisation, and cost-effective

production of complex designs

Blockchain Creates a distributed and tamperproof digital ledger of
transactions
AR and VR Embed virtual objects to coexist and interact in the real

environment

digitization

fourth industgial revolution

corporate social responsibilit
sustainabl&ioperations

circular{@conomy digital transformation

sustainable deelopment goals

quality management

industriabinternet

intelligent m@nufacturing
digital twin cloud cgmputing

bigdata
cyber-physical system
smart mapufacturing

smartfactory internet ofithings (iot)

sustainability

economic sustainability blockchialrgechnology

industry 4.0 artificial itelligence

U

= 5 data mining
sustainable manufacturing

sustainable{development

4th industrial revolution

digitalization

lean manufacturirg'V/rapment

additive m@pufacturing

blockghain

{ﬁ% VOSviewer

digital supply chain

cyber-physical systems  sensors

production plenning

maintenance B :
>dplling machinglearning

ior
internet of things

simglation

autometion transport

big data @nalytics
cyber physical system

enabling technologies

industry 4

data

FIGURE 3 Most extensively studied 14.0 technologies. (* Source: Author's own work).

Furthermore, an in-depth bibliographic analysis was conducted

with the VOSviewer tool to pinpoint the most extensively studied 14.0

technologies, as depicted in Figure 3.
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Through a detailed assessment of existing literature and a compre-
hensive bibliographic analysis, the authors have pinpointed the most

widely used 14.0 technologies and their applications for SM in Figure 4.
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Secured and transparent
data transactions

Training, maintenance, and
design visualization

Industry 4.0
technologies

Connect physical devices
to the internet

Predictive maintenance,
quality control, and process
optimization

Automation, assembly, and
material handling

Industrial
Robots

= Create complex and
customized parts

FIGURE 4 Most widely used 14.0 technologies. (* Source: Author's own work).

In line with sustainability principles, SM can be described as the
‘manufacturing of products through the processes that minimise neg-
ative environmental impacts, conserve energy and natural resources,
are safe for employees, communities, and consumers, and are eco-
nomically sound’ (Veleva & Ellenbecker, 2001). Although the positive
side of 14.0 technologies from the SM perspective is adequately
addressed, the less explored and potentially darker side has not
received as much attention. Therefore, the following section aims to

investigate the negative impact on TBL sustainability.

3.2 | TBL sustainability

The emergence of this multifaceted concept of sustainability has its
roots dating back over a century. Still, it gained widespread recogni-
tion when the term ‘Sustainable Development’ (SD) was introduced
three decades ago (Ahmad et al., 2019). SD can be referred to as the
pursuit of developments that fulfil the present demands without
compromising the ability of future generations to satisfy their require-
ments (Chichilnisky, 1997). Over time, sustainability has evolved to
incorporate the pursuit of a balance between economic, social, and
environmental dimensions (Alhaddi, 2015). TBL sustainability is a
framework that evaluates organisations based on these three inter-
connected dimensions (Gimenez et al., 2012). Figure 5 shows the
concept of TBL sustainability.

Economic sustainability is typically analysed through manufacturing
costs or profits (Cruz & Wakolbinger, 2008). However, understanding
environmental and social sustainability remained under-explored
(Gimenez et al., 2012). In the context of 14.0, the environmental aspect is

often referred to as minimising waste, enhancing energy efficiency,
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lowering emissions, and reducing the use of hazardous or toxic materials
(Goodland, 1995). While the social aspect refers to the way the transfor-
mation of industries impacts society, the workforce, and broader social
systems, and it includes dimensions like workforce impact, inclusivity,
digital divide, and privacy (Hami et al., 2015; Sartal et al., 2020).

TBL sustainability refers to a framework for managing and evalu-
ating business performance and its impact on economic, environmen-
tal, and social dimensions of sustainability (Gimenez et al., 2012). With
the balance among these aspects, manufacturing industries can strive
for long-term sustainability while contributing positively to society
and the planet (Bednar & Welch, 2020). TBL sustainability promotes
responsible manufacturing practices that prioritise social well-being,
profitability, and the protection of our environment, aiming for a bal-
anced coexistence of economic growth, social equity, and environ-
mental stewardship (Beltrami et al., 2021).

The existing literature implies that 4.0 significantly increases
industrial productivity and positively impacts economic growth
(Dieste et al., 2023; Elvis Hozdi¢, 2015; Margherita & Braccini, 2020).
However, it also adversely affects both social and environmental
aspects of sustainability (Narkhede et al., 2023; Pasi et al., 2020).
Therefore, the following subsections aim to examine the unintended

economic, social, and environmental implications of 14.0 technologies.

3.21 | Economic dimensions

Although 14.0 has significant positive implications, the darker side of
14.0 poses significant challenges to manufacturing organisations, par-
ticularly Small and Medium-Sized enterprises (SMEs). One of the
major hurdles is the substantial initial investment required to
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FIGURE 5 Concept of TBL sustainability. (* Source: Author's own work).

implement 14.0 technologies, which hinders the ability of SMEs to
compete on an equal footing (Narkhede et al., 2023). This gap in tech-
nology adoption extends the economic disparity even further, exacer-
bating inequality within large enterprises and SMEs (Stentoft
et al, 2021). Furthermore, the widespread connectivity of 14.0
enabling technologies has its own set of issues, notably in the context
of cybersecurity (Khan et al., 2023). In order to protect their opera-
tions from cyber threats, enterprises need to spend a significant
amount of resources on cybersecurity measures, significantly increas-
ing operating costs. As a result, it increases the burden on the eco-
nomic viability of manufacturers, particularly those working with
limited funds. 14.0 also adds significant complexity to supply chains,
increasing their susceptibility to disruptions. The over-reliance on 14.0
technologies increases the risk associated with supply chain disrup-
tions, potentially leading to significant financial losses.

3.2.2 | Environmental dimensions

In the context of socio-environmental implications, Beltrami et al.
(2021) and Ghobakhloo et al. (2021) highlighted an overall excessive
optimism of 14.0. The implementation of digital technology can yield
both favourable and unintended consequences, potentially leading to
the creation of additional sustainable value or diminishing the existing
sustainable value (Bohnsack et al., 2021). The widespread application
of industrial automation and digital technologies often leads to addi-
tional energy requirements to power the increased number of devices
and machinery (de Sousa Jabbour et al., 2018). It underlines the signif-
icance of undertaking an in-depth examination of the environmental
challenges that emerged as a result of the significant rise in energy
consumption caused by the adoption of 14.0 (Chiarini, 2021).

RIGHTSE LI MN iy

AM also consumes more energy due to several reasons. First,
the layer-by-layer process used in AM is particularly slow, espe-
cially when dealing with larger or more complex components, lead-
ing to higher energy consumption. Second, some AM processes
require heating materials to high temperatures, which can result in
significant energy consumption (Hopkins et al., 2021). The account-
ability for excessive energy consumption resulting from the prolif-
eration of data centers has also been a subject of concern
(Bockin & Tillman, 2019; Mdller & Voigt, 2018). This excess energy
requirement is being fulfilled from fossil fuels, adding to green-
house gas emissions and climate change. The significance of SM,
particularly with a strong focus on the environmental aspects of
sustainability, has been underscored in recent research studies
(Heidrich & Tiwary, 2013; Sharma et al., 2020; Sidhu et al., 2022).
The fast development of technological advancements leads to
shorter product lifecycles and equipment and devices becoming
obsolete (Nascimento et al., 2019; J. N. Ribeiro et al., 2022; Souza
et al., 2022). This results in electronic waste, which usually is not
recycled or disposed of properly, causing environmental hazards
due to the toxic parts of electronic equipment.

The production of digital components requires the extraction
of rare earth metals and other natural resources (Dieste
et al., 2023; Olah et al., 2020). The production of sensors, semicon-
ductors, and networking infrastructure has shown a significant rise
in the consumption of natural resources (Birkel et al., 2019;
Chiarini, 2021). This can lead to resource depletion and ecological
damage over time, particularly if the resources are taken from envi-
ronmentally sensitive locations.

With the aforementioned environmental dimensions, balancing
the pursuit of efficiency gains with environmental sustainability

remains a vital aspect of 14.0's impact on the environment.
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TABLE 2 Codes assigned to various unintended impacts on different dimensions of sustainability.

Code Impact on economic sustainability Code
EC1 Initial investment EN1
EC2 Cybersecurity threats EN2
EC3 Over-reliance on 14.0 technologies can cause supply EN3

chain disruptions

EN4

Source: Author's own work.

3.2.3 | Social dimensions

A critical analysis of the unforeseen adverse implications of 14.0, with a
specific focus on social issues, has been underscored by (Schneider &
Kokshagina, 2021). Their research focuses on the decline of jobs driven
by the widespread implementation of new digital technologies and the
challenges that arise in managing their work-life balance. In the realm
of future production systems, some manufacturing processes are
expected to simplify, while a few others are likely to become consider-
ably integrated and complex. As a result, it is anticipated that there will
be a surge in the demand for highly skilled employment and a decline in
low-skilled jobs (Horvath & Szabé, 2019). Additionally, the implementa-
tion of the 14.0 technologies is creating job loss fear among workers in
the Indian manufacturing sector (Pasi et al, 2020). The transition
towards digital technologies will create a significant skills gap, leaving
some workers unsuited for the changing market conditions and restrict-
ing economic growth (Horvath & Szabd, 2019). According to a study
conducted by Oxford Economics, in Germany, the United States, Japan,
and the United Kingdom, automation will take over 41%, 35%, 26%,
and 24% of construction jobs, respectively, by 2030 (Grybauskas
et al., 2022). This study also revealed that this trend extends beyond
the construction sector, and robots can wipe out 20 million
manufacturing jobs worldwide by 2030. On a scarier note, the use of
industrial robots results in the displacement of 3-6 jobs per robot
(Acemoglu & Restrepo, 2018).

Furthermore, in the context of India, 14.0 gives rise to complex
social implications (Goswami & Daultani, 2022). In contrast to popu-
lated countries like the USA or other European countries, where 14.0
technologies spur positive implications, India faces distinct challenges.
Foremost important among these challenges is the potential threat of
negative impact on employment, especially in the labour-intensive
manufacturing sector (Pasi et al., 2020). This results in exacerbating
the existing socio-economic disparities in India. The advent of 14.0
and its digital transformation is expected to create new job opportuni-
ties better suited to this evolving digital landscape; however, it may
also impact low-skilled or unskilled labour and pose social implications,
especially in highly populated countries like India (Dutta et al., 2020).

In view of this social implication, the feasibility of complete
human automation remains doubtful. Ethical, privacy, and autonomy

concerns pertaining to data sharing in cloud computing also need to

RIGHTS L

Impact on environmental Impact on social

sustainability Code sustainability

Higher levels of energy S1 Employment
consumption

Obsolescence and material waste S2 Privacy

Electronic waste S3 Unhealthy work-life

balance

Higher consumption of natural S4 Health and Safety

resources problems

be addressed within the framework of 14.0 (Bai et al., 2020). In order
to examine the multifaceted circumstances of TBL sustainability,
unique codes have been assigned to various unintended impacts that
influence sustainability dimensions, as shown in Table 2.

These codes act as concise markers and facilitate categorisation
and in-depth analysis of the existing literature addressing different
negative impacts of 14.0 on TBL sustainability, as presented in Table 3.

These issues underscore the importance of comprehensive strate-
gies that address TBL sustainability as a whole, ensuring that the ben-
efits of advances in technology are inclusive and sustainable for
enterprises of all sizes.

4 | QUESTIONNAIRE SURVEY AND SEMI-
STRUCTURED INTERVIEWS

Primary data was collected through a structured questionnaire to gain
insights into the current state of 14.0 implementation and its impact
on economic, environmental, and social dimensions. The questionnaire
covered important facets of the industrial landscape, starting with
basic details like the type of industry and sector. Participants were
questioned about their acquaintance with the concept of 14.0 and
whether they have implemented any of the 14.0 technologies in their
operations. A key focus of the questionnaire was to assess the impact
of the widespread implementation of 14.0 on the economic, environ-
mental, and social dimensions of sustainability. Participants were
asked about the implications of 14.0, including high implementation
costs, job displacement, cybersecurity threats, high energy consump-
tion, and excessive use of natural resources due to overreliance on
digital technologies and automation. Finally, respondents were asked
open-ended questions to provide additional comments and insights
about 14.0 and its implications for their respective companies. This
carefully crafted questionnaire aimed to capture the ground reality
underlying the implications posed by 14.0 for TBL sustainability and to
explore the darker side of 14.0 for providing valuable insights for the
research study. This questionnaire was circulated to 34 manufacturing
SMEs in the Pune and Mumbai regions. Among these, 6 enterprises
were classified as micro-sized, 13 as small-sized, 9 as medium-sized,
and 6 as large-scale, as shown in Figure 6. In order to obtain a compre-

hensive picture of 14.0 adoption in Indian SMEs, the sample was
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M

Type of Industry

® Small scale ®Medium scale ®Large scale ®Micro size

6 (17.65%) 13 (38.24%)

6
(17.65%)

9 (26.47%) —

Automotive Industry

Heavy Engineering ...

Metallurgical industry

Industry Sector

ol

w
ak
w

Chemical Industry

FIGURE 6 Type of industry and their sector. (* Source: Author's own work).

purposefully chosen, ensuring participation from various sectors. The
sample includes automotive, heavy engineering, fabrication, chemical,
and metallurgical industries. Participants were either key decision-
makers or top-level managers from these manufacturing SMEs.
Additionally, we conducted semi-structured interviews with a
subset of participants from the questionnaire survey. A semi-
structured interview is also a type of qualitative research technique,
but it consists of a predetermined set of open-ended questions.
Although there is a planned set of questions, the interviewer has the
freedom to dig deeper into the particular responses of respondents
and ask follow-up questions. Semi-structured interviews balance the
rigidity of standard questions and the flexibility of open-ended ques-
tions (Kallio et al., 2016), enabling researchers to explore particular
topics while allowing respondents to elaborate on their responses.
The integration of these approaches provides a comprehensive per-
spective on the multifaceted dimensions of 14.0. While the SLR offered a
global and theoretical context, the questionnaire survey and semi-
structured interviews captured the ground-level realities of manufactur-
ing companies in the manufacturing heartland of India. Together, they
contributed to an unbiased examination of the darker side of 14.0, which
offered insights, conclusions, and future research recommendations.

5 | RESULTS AND DISCUSSION

The mixed approach that consists of SLR, questionnaire, and semi-
structured interviews presented significant insights into the current
state of 14.0 implementation and its multifaceted impact on economic,
environmental, and social dimensions within the context of sustain-
ability. The findings of this mixed approach are reported in the follow-
ing sections addressing the RQs listed in the introduction section.

51 | RQ 1: What unintended consequences can
emerge from the implementation of 14.0 technologies?

The mixed but holistic approach used in this study provided multiface-
ted insights into the unintended consequences stemming from the
technological leap of 14.0.

RIGHTSE LI MN iy

5.1.1 | Highimplementation costs

The SLR revealed that integrating 14.0 technologies requires substan-
tial financial investments. The same conclusion resonated in both the
questionnaire responses and semi-structured interviews. Organisa-
tions, especially SMEs, raised apprehension about the financial burden
associated with technological advancements. Figure 7 shows that
79.41% of respondents felt that the initial investment required for
implementing 14.0 technologies is an important obstacle for SMEs.
Budget constraints often hindered the ability of SMEs to make neces-
sary infrastructure investments and restricted them from participating
in the 14.0 revolution. Moreover, in the semi-structured interviews,
several respondents emphasised a common sentiment: ‘Initial invest-

ment to adopt 14.0 is the main concern for small enterprises’.

5.1.2 | Job displacement and workforce
transformation

Job displacement emerged as another significant concern as SLR
revealed a growing body of evidence on the displacement of tradi-
tional jobs by automated systems, and the questionnaire responses
further underscored this concern. Around 50% of the respondents
acknowledged the potential for job displacement due to automation,
especially within the automotive and heavy engineering sectors. On
the other hand, participants from the chemical and metallurgical
industries expressed a belief that 14.0 might not lead to significant job
displacement. While digital technologies and automation promise pro-
ductivity gains, they also raise concerns about workforce transforma-
tion, especially skills gap and training challenges in labour-intensive
manufacturing industries. 33 out of 34 respondents (97%) recognised
the significance of employee skills and training in the successful imple-
mentation of 14.0 practices within their operations. Semi-structured
interviews delved deeper, and participants expressed concerns about
the social implications of 14.0, emphasising the importance of balan-
cing technological advancements with the preservation of jobs and
the well-being of employees. A few important responses from the
semi-structured interviews emphasised that: ‘The main challenge for
SMEs will be cost-benefit balance and in-house technical expertise’.
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The high initial costs of implementing Industry 4.0
technologies can be a barrier for some organizations.

® Agree ®May be ® Disagree
1(2.94%)

6 (17.65%) 6 (17.65%) —.

8(23.53%) —
27 (79.41%)

Industry 4.0 may result in job displacement due to
automation.

©® Agree @Neutral ® Strongly Agree @ Disagree ® Strongly Disagree

2 (5.88%) —
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Industry 4.0 technologies have led to
increased cybersecurity threats

® Neutral @ Strongly agree ® Agree @ Disagree

5 (14.71%) 12

(35.29%)

9(26.47%)

7 —
(20.59..)

9 (26.47%)
10 (29.41%)

Industry 4.0 can lead to increased environmental
impact due to increased energy consumption.

®Neutral @ Agree ® Disagree @ Strongly Disagree

6 (17.65%)

6

(17.65%)
Not Important

8 (23.53%)

How do you view the role of employee skills and
training in adopting Industry 4.0?

4
14 r
Important - 8

1

There are concerns about the misuse of data
collected in Industry 4.0 processes.

®Yes ® Maybe ®No

16 (47.06%)

FIGURE 7 Power Bl dashboard showing unintended consequences of this 14.0 technological leap. (* Source: Author's own work).

5.1.3 | Cybersecurity issues

Other notable findings of this mixed approach include data security
and privacy issues. The SLR revealed that the rapid proliferation of
data-driven technologies raised ethical dilemmas related to data own-
ership and privacy. In order to protect sensitive data, the SLR and
questionnaire both underscored the urgent need for strict cybersecu-
rity measures. Again, 50% of the respondents agreed that 14.0 tech-
nologies have led to cybersecurity issues, especially within the
automotive and heavy engineering sectors. On the other hand,
35.27% remained neutral, and the remaining 14.79% of participants
from the chemical and metallurgical industries feel that 14.0 may not
cause any significant cyber security concerns. During interviews, a
few participants expressed concern about the potential misuse of data
acquired from 14.0 technologies, highlighting the pressing need for
regulatory frameworks.

514 |
practices

Environmental impact and sustainable

The environmental consequences of 14.0 were a focus of SLR and
questionnaire responses. The excessive use of energy, natural
resources, and electronic waste generation raised concerns about
environmental sustainability. Around 41.18% of respondents agreed
that 14.0 can lead to environmental impact due to increased energy
consumption. Most of them belong to the automotive and heavy engi-
neering industries, but 35.30% of respondents feel that 14.0 may not

RIGHTSE LI MN iy

cause any adverse impact on the environment. The point to be noted
here is that most of the 35.30% of respondents belong to either
chemical or metallurgical industries. The results of semi-structured
interviews show that organisations struggled to strike a balance
between technological advancements and environmentally sustain-
able practices. The challenge lies in designing eco-friendly solutions
and minimising the environmental footprint of 14.0 processes.

5.2 | RQ 2: How do the socio-economic and
environmental disparities brought by 14.0 contribute
to its dark side?

The integration of SLR, a structured questionnaire, and semi-
structured interviews has achieved significant insights into the unin-
tended consequences of 14.0. By examining the social, economic, and
environmental aspects of TBL sustainability, this study uncovered
economic, social, and environmental disparities that underline the dar-
ker side of 14.0.

5.21 | Economic disparities

The financial burden due to the high initial investment required for
the adoption of 14.0 technologies prevented many SMEs from joining
the 14.0 revolution, creating an economic disparity where larger enter-
prises capitalised on the benefits of these technologies while smaller

enterprises were left behind. Especially, SMEs face challenges in
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balancing the cost-benefit equation and in-house technical expertise,
adding an economic dimension to the implementation of 14.0 chal-
lenges. Supply chain disruptions driven by technological vulnerabilities
further amplify economic disparities, underlining the need for support-
ive frameworks, policies, and collaborations to bridge the gap
between large enterprises and SMEs and ensure equitable access to

14.0 advancements for all.

5.2.2 | Social disparities

The fear of job displacement, particularly in labour-intensive sec-
tors like heavy engineering and the automobile industry, intensifies
the social disparity. While the high-skilled workforce can enhance
their abilities by reskilling opportunities and adapting to newer
technologies, automation poses a significant threat to low-skilled
labour jobs, especially in high-population countries. This growing
economic disparity not only impacts individuals and their families
but also has broader implications for society, potentially leading to

o B
1 13
Development ;—WI LEY
social disparity that may result in increased inequality and lack of
work-life balance.

5.2.3 | Environmental disparities

Environmental concerns are prevalent, especially in the context of
excessive consumption of energy and natural resources, along with
electronic waste. While some industries, especially the automotive
and heavy engineering industries, have a significant adverse impact on
the environment due to their high energy and resource consumption,
others, including the chemical and metallurgical sectors, appear com-
paratively environmentally friendly. However, even these sectors
struggle to balance technical developments and environment-friendly
alternatives, highlighting disparities in environmental practices.
Designing TBL sustainable solutions and reducing the environmental
footprint of 14.0 processes pose significant challenges.

The economic, social, and environmental disparities brought by

14.0 technologies create a very complex landscape that demands

Industry 4.0
technologies

‘r Sustainable | Closed loop supply
| purchasing | chain ; SRR

' . Sustainability

Sustainable
design
R R B
Sustainable Sustainable
production governance

. practices

Green performance
measurement

Identify the needs of company and decide strategy that ______________________
leads to TBL sustainability

! Initial pilot

— ;

[ Initial pilot projects based on decided strategy ]

: projects

[ Economic ] [ Environmental

. Energy consumption

1
1. Cost .
> Productivi 2. Material waste
= Rro. . 3. Electronic waste
=z REVERUC 4. Emissions

1. Job displacement
2. Work environment
3. Work-life balance
4. Wage inequality

<—~ Impact analysis

[ Implement more projects that leads to TBL sustainability ]17

FIGURE 8
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Framework for more inclusive and ecologically responsible technological transformation. (* Source: Author's own work).
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careful consideration. Bridging these divides is crucial for a seamless
transition into the 14.0 era. In this view, policymakers, businessmen,
and society need to collaborate to ensure that the benefits of 14.0 are
accessible to all, addressing TBL sustainability challenges to create a
future where technological advancements will be both inclusive and
sustainable. Failing to address these disparities could result in a future
where the benefits of 14.0 are overshadowed by its corresponding
social and environmental costs, underlining the significance of proac-
tive measures to create a sustainable and balanced technological
future. In this view, Table 4 summarises the driving factors and out-

comes or severity of TBL disparities.

5.3 | RQ 3: What measures can be implemented to
ensure that this current transformation is both
inclusive and sustainable?

The research findings present a complex tapestry of TBL discrepan-
cies resulting from the widespread implementation of 14.0. These dis-
parities point out the challenges that various industries face and
highlight the need for a framework that will promote a more inclusive
and ecologically responsible technological transformation. In this view,
a framework is proposed that will guide manufacturing companies to
implement 14.0 technologies, emphasising TBL sustainability.

As shown in Figure 8, this framework consists of a structured
five-step approach. In the first step, cutting-edge technologies, includ-
ing Al, loT, BDA, CPS, 3D printing, robots and automation, and renew-
able or bio-energy, are used to enhance operational efficiency. The
integration of sustainable practices is emphasised in the second step,
which ensures that TBL sustainability is woven into the technological
framework. This includes developing eco-friendly solutions, reducing
energy consumption and waste production, ensuring safe working
conditions, and integrating work-life balance. The third step comprises
initiating a pilot project based on a thoughtfully developed strategy
with an emphasis on sustainability using 14.0 technologies. This pilot
project will serve as a testing ground and present insights for further
implementing 14.0 practices in manufacturing SMEs. The fourth step
includes a thorough impact analysis that assesses the social, environ-
mental, and economic aspects of the pilot project. If the impact analy-
sis exhibits favourable findings, implying positive effects in all
dimensions, the fifth step includes the implementation of further pro-
jects, scaling up the initiatives to a larger scale. However, if the impact
analysis finds negative consequences in any dimension, the frame-
work recommends reconsidering the approach and making the neces-
sary modifications, leading back to step three. This iterative approach
ensures a continual cycle of learn-develop-improve that will lead to
the 14.0 transformation towards inclusivity and TBL sustainability.

The findings of this study revealed that 14.0 technologies offer
significant efficiency gains and other advantages, yet they pose some
major hurdles to society and environmental sustainability. Stakeholder
engagement can serve a crucial role in mitigating these technological
advancement challenges and ensuring the inclusion of social dispar-

ities and environmental implications in decision-making processes.
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However, rapid developments in 14.0 cutting-edge technologies can
sometimes overshadow the social and environmental concerns of
stakeholders, leading to ethical dilemmas, adverse environmental
implications, and social disparities. Therefore, achieving a sustainable
equilibrium between stakeholder engagement and technological
advancements is imperative to address the darker side of 14.0 and nur-
ture TBL sustainability.

6 | CONCLUSION

This research illuminates the complex landscape of 14.0 penetration in
growing economies like India, revealing not only its transformative
potential but also the challenges that impede the objective of 14.0.
The findings revealed that the technological leap of 14.0 brings
unplanned implications that demand careful consideration and holistic
solutions. Job displacement and workforce transformation, particularly
in labour-intensive sectors, raise significant social implications,
demanding a balance between automation and workforce stability.
Additionally, the ethical dilemmas about data security and privacy,
alongside the environmental impact caused by increased energy con-
sumption, underscore the highly complex structure of 14.0 implemen-
tation. Moreover, this paper examines how 14.0 exacerbates
economic, social, and environmental inequities. Large enterprises reap
the unfair benefits, resulting in economic disparity, while job
displacement exacerbates social disparities. Environmental discrepan-
cies further complicate the landscape, underscoring the significance of
SD practices in technological developments. A structured five-step
approach that emphasises the integration of cutting-edge 14.0 tech-
nologies with SD practices has been suggested to address all of these
issues. This comprehensive approach incorporates work-life balance,
safe working conditions, and environmentally sustainable solutions to
pave the way to create a more inclusive and ecologically responsible
technological transformation.

This study has significant theoretical and practical implications for
integrating 14.0 technologies within the framework of sustainability.
The findings of this research contribute theoretically by improving our
knowledge of the complex interplay between advances in technology
and TBL sustainability. It sheds light on the dark side of 14.0 and
encourages further studies on the ethical implications of adopting
technological advances and the impact of automation on society.
Practically, this research provides valuable insights to industries, pol-
icymakers, and educational institutions. Industries can modify their
approaches by supporting work-life balance, investing in training for
employees and emphasising eco-friendly technologies for SD of enter-
prises. Policymakers can use these findings to formulate regulations
that promote sustainable practices, support SMEs, and deal with social
and environmental disparities triggered by the adoption of 14.0. Edu-
cational institutions can incorporate the skills required in an evolving
job market into their curricula to enhance workforce adaptability. Fur-
thermore, technology experts can innovate in the field of cybersecu-
rity, ensuring the secure application of digital technologies. The

significance of cooperation among various stakeholders underscores
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the need for coordinated efforts to overcome the challenges and
direct 14.0 towards inclusive, sustainable, and ethical practices.

Limitations of this study include its limited generalizability and
possible participant biases resulting from its exclusive focus on Indian
SMEs which might affect result interpretation to other less populated
countries. Since this research includes responses from various sectors,
the results may lack specificity for particular industries. As a result,
sector-specific challenges or nuances pertaining to the darker side of
14.0 and its influence on sustainability may not be adequately docu-
mented or thoroughly investigated. In light of these limitations, this
research outlines the following future research directions. Future
research should delve into examining sector-specific problems and
possibilities that could offer valuable insights into long-term impacts
on TBL sustainability. Furthermore, it would be imperative to examine
how government policies and incentives influence the adoption of
14.0 and its socio-economic consequences in achieving the SD
of SMEs. Other promising directions include investigating innovative
ways to reduce environmental effects and studying the psychological
implications of workforce transformation in the age of digital technol-
ogy. Additionally, comparative research across nations may shed light
on global inequalities and suggest practical and effective solutions
according to their challenges.

Based on the insights derived from this study, the authors pro-
pose the following punchline that encapsulates the essence of this
research study.

...Harnessing the transformative power of Industry 4.0
requires a careful balance between innovation and sus-
tainability, ensuring a future that is both technologi-
cally advanced, socially equitable, economically
beneficial, and environmentally conscious...
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