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Abstract. The growing adoption of smart cities technologies provides local 

governments with a unique opportunity to leverage a wide range of digital 

technologies to create more efficient and more effective digital services. Such 

services provide clear benefits for citizens in terms of accessibility within urban 

areas and overall quality of life. However, smart cities applications tend to rely on 

citizens’ generated data that is typically analysed to further improve service 

delivery. The collection and use of this data may raise potential privacy concerns 

for citizens as they are often unaware of how and where the data is stored, and 

how it will be used and protected. This paper presents a bibliometric analysis of 

the existing literature related to privacy and smart cities, provides a brief 

summary and the main topics that have been addressed in the academic 

literature. The findings from this study are of interest to academic researchers but 

could also inform local governments and policymakers’ approach to smart cities 

technologies. 
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1 Introduction 
 

Privacy is an ongoing concern for citizens in smart cities. Generally, smart cities are 

associated with better quality of life thanks to the use of technology-based solutions 

that can not only provide basic services to citizens but also improve their relationship 

with the government and contribute to sustainable development [1]. Information 

Communication Technologies (ICT) are key enablers for smart cities solutions as they 

pro- vide the means to capture, store and analyse large volume of data about a city’s 

infrastructure and how it is used at any given time. Such information allows local 

governments to make more informed decisions and may lead to a more optimised and 

sustainable use of the existing infrastructure. However, the collection of a large volume 

of data regarding citizens' behaviour around the city may give rise to privacy concerns 

as the extent of data being collected may not always viewed as appropriate and in line 

with existing privacy frameworks [2]. 
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Powell [3] refers to “data cities” as smart technologies like transport systems, air 

quality, or closed-circuit television (CCTV) cameras that use, and generate vast 

amounts of data [4]. In addition, Al Nuaimi et al. [5] outline six operational issues re- 

related to data gathering that might undermine the successful development and 

deployment of smart cities applications, namely data sources, data and information 

sharing, data quality, security and privacy, cost, and population size. Li et al. [6] also 

point out that ubiquitous use of smartphones and other portable devices may lead to 

the over-collection of personal data when such devices are used to deliver “smart city” 

services via mobile apps, therefore, posing a significant security risk for citizens. 

Similarly, Martinez et al. [7] state that citizens perceive large scale data collection in 

smart cities as a potential threat to their privacy and, more specifically, in relation to 

their identity, search history and location. Van Zoonen [4] identifies four concerning 

areas among smart citizens living in smart cities, namely impersonal data, service 

purpose, personal data, and surveillance. While the first two were mostly considered as 

minor concerns, the last two tend to be related to high level of privacy concerns 

among citizens and consequently to high resistance when it comes to accepting the 

implementation of the smart city applications. Moreover, their study showed that 

particular technologies (e.g., smart parking, smart bin) and data usage (e.g., predictive 

policing, social media monitoring) may raise more prominent concerns than others due 

to their potential use for surveillance purposes. While privacy scholars have attempted 

to propose different solutions to mitigate these concerns including, for example, privacy-

enhancing technologies (e.g., virtual private networks) [9] and transparency-enhancing 

technologies (e.g., black boxes) [10], it clearly emerges from both the academic and 

the public debate that the extent of potential resistance smart cities applications face 

due to privacy concerns ultimately depend on the type of technology used to collect 

data, the type of data being collected and how it will be used. This study aims to 

provide an overview of the existing literature on privacy and smart cities guided by the 

following research question: 

RQ. What are the different clusters that emerged from the intersection between 

privacy and smart city? 

 
2 Data and Methods 

 
In this study, we present a bibliometric analysis of the existing literature addressing 

privacy in the context of smart cities. A bibliometric analysis is based on the application 

of quantitative techniques on bibliographic data to identify clusters of publications 

dedicated to specific sub-topics within a given research field and to create a visual 

representation of the relationship between such topics [11, 12, 13]. By leveraging a 

relatively large amount of data, this methodology, unlike a more traditional systematic 

literature review, allows for a deeper analysis of the literature and guarantees greater 

impartiality, transparency, and replicability of results [14]. 

In this study, we used VOSviewer to conduct the bibliometric analysis. This was 

implemented through four main steps: 

Step 1 - Data Collection: the list of publications was sourced from the Scopus data-

base. The raw list of publications was downloaded along with a series of additional 
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metadata (e.g., authors, abstracts, keywords, number of citations etc.). More specifi- 

cally, we initially searched for all publications published between 2010 and 2022 that 

matched the following search string based on title, abstract and keywords: (“privacy” 

OR “surveillance” OR “dataveillance”) AND (“smart cit*” OR “digital cit*”). Initially, 

the search yielded 3,517 results. The results were subsequently refined by retaining 

only published peer-reviewed journal articles written in the English language; finally, 

we filtered the remaining publications by topic – i.e., “Computer Science”, “Engineer- 

ing”, “Social Sciences”, “Energy”, “Business, Management, and Accounting”, “Envi- 

ronmental Science”, “Decision Sciences”, “Arts and Humanities” and “Economics, 

Econometrics and Finance”. These steps were necessary in order to retain high quality 

publications that were fully relevant for the context of this study. The final list of pub- 

lications consisted of 1,241 documents. 

Step 2 – Data Cleaning: the title, abstract and keywords of each publication included 

in our final list was converted into a text corpus and normalised as per Bertello et al. 

[14]. More specifically, words with the same meaning but different spelling were 

matched together using a thesaurus to reduce matrix dimensionality. Similarly, and 

punctuation and hyphens were removed from the corpus to avoid noise in the data. 

Step 3 - Similarity Matrix: a word co-occurrence matrix was constructed based on 

the words used in each of the publications included in our final list; publications are 

then grouped into clusters based on their text similarity as outlined in Van Eck et al. 

[10]. 

Step 4 - Bibliometric Map and Visualisation: the results of the analysis conducted in 

Step 3 were then visualised using a network graph that show the linkages between key- 

words and clusters. More specifically, nodes in the network represent selected key- 

words and edges represent the relationships between nodes [16, 17]. The position of 

such nodes with the graph depends on its frequency (i.e., the more central a node is, the 

more frequently the corresponding keyword appeared in the corpus) and the strength of 

the relationship among different nodes (i.e., the closer two nodes are in the graph, the 

more frequently they co-occur within the corpus) [18]. Finally, different clusters are 

represented by different colours for ease of interpretation. 

 

3 Results and discussions 
 

Fig. 1 provides an overview of the main results of our Bibliometric analysis and a 

visual representation of the clusters identified in the corpus. The network analysis iden- 

tified six clusters; each of them consists of a group of publications focused on a specific 

topic and is visually represented by a different colour Fig. 1. The largest cluster consists 

of 16 publications and focuses on privacy challenges related to the adoption and use of 

cloud computing for smart cities applications (red cluster). The second-largest cluster 

consists of 13 publications and mostly focuses on the role of blockchain and the Internet 

of Things (IoT) in privacy protection (green cluster). The third-largest cluster consists 

of 11 publications and focuses on challenges to citizens’ privacy (blue cluster). The 

yellow cluster only includes 9 publications and focusses on more technical cybersecu- 

rity topics. The purple cluster consists of 7 publications and mostly focuses on smart 
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mobility applications. Finally, the smallest cluster consists of only 6 publications and 

focuses on the use of homomorphic encryption for securing smart cities applications. 

Highlights from each of these clusters are presented in the following sections. 

 

Fig. 1. Keywords co-occurrence map 

 

3.1 Privacy challenges of cloud computing adoption for smart cities 

applications 

The adoption and use of cloud computing is a key enabler of smart city applications 

but it also raises a number of challenges from a citizens’ privacy perspective due to its 

distributed nature [20]. Unsurprisingly, this is the topic that has attracted the most at- 

tention from academic researchers. Squicciarini et al. [21], for example, focused on the 

problem of data loss and privacy in cloud computing and proposed a three-tier data 

protection architecture that leverages an innovative data binding technique to guarantee 

user privacy on the server side. Shen et al. [22], on the other hand, analysed the security 

requirements of cloud computing architectures; the authors suggest integrating cloud 

services for Trusted Computing Platform (TCP) and Trusted Platform Support Services 

(TSS) to build cloud models that users can trust. This is a necessary requirement for 

increasing the use of smart cities services powered by cloud computing. In this regard, 

Neisse et al. [23] suggest a system implemented on the Xen Cloud Platform using 

trusted computing technology to guarantee security. 

 
3.2 Blockchain, IoT and privacy 

The concepts of blockchain and IoT emerged as critical elements in the bibliometric 

analysis proposed in this study. Due to its decentralised, transparent, and secure nature, 

blockchain technology enables smart cities to adopt innovative solutions for data pro- 

tection and regularity of transactions, i.e., data storage on distributed ledgers [24]. Ma- 

khdoom et al. [25], for example, proposed a blockchain-based framework called 
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“ProvySharing” for secure and privacy-friendly data sharing in smart cities. In this re- 

gard, Nguyen et al. [26] argue that blockchain may be used to preserve data privacy 

between cloud providers and IoT users during data exchange through a new framework 

resulting from the integration between blockchain and the Cloud of Things (CoT). This 

new framework, that the authors called “BCoT”, enables reliable access control using 

blockchain-enabled smart contracts. These contracts automatically authorise operations 

of cloud providers and IoT devices, helping to prevent potential threats to cloud re- 

sources. In a similar fashion, Rahman et al. [27] presented a blockchain framework for 

secure smart city services that emphasises privacy and spatio-temporal smart contract 

services for IoT-enabled sharing economy solutions in urban areas. Furthermore, the 

use of blockchain technology to protect citizens’ privacy has also been investigated in 

relation to the provision of smart medical services due to the susceptibility to cyber- 

crime and mismanagement of patient data [28]. Other authors such as, for example, 

Kocabas and Soyata [29] and Dwivedi et al. [30] proposed a decentralised system that 

uses homomorphic encryption and zero-knowledge testing to safeguard sensitive health 

data while others (e.g., Malik et al. [28], Nguyen et al. [31] etc.) focused more on the 

integration of federated learning to the blockchain for improving the performance of 

digital medical services and protect patient privacy. 

 
3.3 Challenges to citizens’ privacy 

It is well-established that one of the main objectives of smart cities applications is to 

improve the quality of life of citizens. With this perspective in mind, Cui et al. [32] and 

Angelidou [33] promote sustainable development of smart cities and propose different 

strategies that emphasise the role of ICT in enhancing urban systems' functionality, and 

in advancing knowledge transfer and innovation networks. The integration of big data, 

IoT infrastructures and sensor technology enables the development of urban intercon- 

nectivity and increases governmental efficiency through citizens’ participation in the 

exchange of value [34, 35]. However, such hyper-connectivity may pose threats to the 

security and integrity of citizen data so systems need adequate security models to min- 

imise the risk of unauthorised access and data vulnerability [32, 36]. Regarding the 

power system of smart cities, for instance, Alamaniotis et al. [37] emphasise the im- 

portance of privacy and security concepts in wireless network systems (WNSs), which 

enable the control of heat and light levels in smart cities and could be exposed to net- 

work attacks with possible repercussions on citizens' data. For this reason, more heter- 

ogeneity in the sources of data may reduce privacy risk while also improving the effec- 

tiveness of threat monitoring systems [38]. In this regard, Baig et al. [39] call for more 

research on how data is captured from, stored, and transmitted to infrastructures such 

as smart grids and unmanned aerial vehicles (UAVs). 

 
3.4 Securing smart city applications 

Security plays a key role in the context of smart cities as applications may collect a 

wide range of sensitive data from citizens and their social circles and automated pro- 

cesses may be in place to control different components of a city’s infrastructure [40, 
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41]. Resource-constrained devices (e.g., smart sensors, smart street furniture etc.) make 

cities smart but, at the same time, vulnerable to various security attacks. This is due to 

the nature of such devices, and these vulnerabilities may lead to several cyberattacks in 

smart cities [42]. In this regard, Cui et al. [32] discuss a series of primary requirements 

that need to be addressed to make cities more secure and a series of technologies that 

may mitigate the impact of security attacks, such as cryptography, blockchain, and ma- 

chine learning (ML). Luo et al. [43] propose a machine-based scheme for securing data 

detection and fusion in WSNs. Similarly, Aminanto et al. [44] developed a feature ex- 

traction and selection model based on ML for detecting attacks in Wi-Fi networks. Fur- 

thermore, new techniques for detecting and tracking objects have been developed 

thanks to advances in ML. In this regard, Elhoseny et al. [45] proposed an object de- 

tection model in real-time video surveillance systems, exploiting the Kalman optimal 

filtering technique. Again, Goyal et al. [46] use ML techniques based on the Viola-

Jones algorithm to detect and classify real-time threats in video surveillance systems. 

 
3.5 Smart mobility 

The bibliometric analysis showed that privacy and security could be essential in the 

thematic concept of smart mobility within cities. Smart mobility and transportation 

represent crucial aspects within smart cities [47]. Smart mobility applications help 

improve traffic flow and gather feedback on city liveability and local public transport 

quality. Vehicular Ad-hoc Networks (VANETs) play a crucial role in this context, as 

each vehicle's movement generates significant data that can serve multiple purposes 

(e.g., traffic management, smart parking etc.). In their study, Pereira et al. [48] propose 

a Fog Computing architecture for deploying services in a VANET environment to 

detect traffic anomalies and estimate time of arrival for public transport. In VANETs, 

smart vehicles receive information from their surroundings; this information can be 

used to improve a wide range of services which may in turn provide practical benefits 

to citizens. This highlights the need to improve data quality while protecting the 

privacy of vehicle data providers and data/vehicle owners. In this regard, Li et al. [49] 

suggest a system called ATPS that considers trust and privacy to enhance the quality 

of data collection in VANETs while protecting data providers' privacy. At the same 

time, Di Maio et al. 

[50] suggest the Software Defined Networking (SDN) paradigm as a possible solution 

to manage the threats VANETs are exposed to. 

 
3.6 Data encryption 

The privacy issue in the context of smart cities has attracted particular attention from 

scholars [4, 38]. Due to their hyper-connectivity, smart cities generate, process, analyse, 

share, and store a large amount of sensitive data; this leads to several concerns and 

challenges related to data privacy and how to protect it from unauthorised attacks. In- 

deed, the use of IoT, especially those with centralised control, is prone to vulnerabili- 

ties. In this regard, homomorphic encryption is a possible solution to overcome privacy 

issues, for instance, by allowing an untrusted third-party resource to process encrypted 

information without revealing confidential data. Rahulamathavan et al. [51] advocate 
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for the use of blockchain to guarantee privacy in IoT applications. The authors propose 

a new blockchain architecture for these applications based on attribute-based 

encryption (ABE) techniques. Similarly, Brabant et al. [52] propose a homomorphic 

cryptography framework to construct two privacy-preserving protocols and thus enable 

citizens to participate in democratic decision-making in cities. Gao et al. [53] instead 

leveraged homomorphic encryption and the design of secure network protocols to 

address the privacy-preserving problem for data auctions in cyber-physical systems 

(CPS) (e.g., smart city, smart grid, smart transportation, etc.). 

 

 
4 Conclusions 

 
This study provides a brief summary of the existing literature on privacy and smart 

cities. By implementing a bibliometric analysis, we showed that prior studies could be 

grouped into six main clusters as summarised in the previous sections. While it was not 

possible to present a more comprehensive analysis of the literature due to space 

limitations, our study aims to show that privacy in the context of smart cities is still a 

very timely topic in the academic literature and that such a topic can be tackled using 

a variety of approaches. In particular, this article suggests that privacy is a 

multidimensional concept that can be examined through different lenses, including 

legal, technological, ethical and social aspects. The clusters that emerged from our 

analysis suggest that academic research so far has mostly focused on some specific 

topics. While these have attracted most of the attention and effort so far, there are 

other perspectives that are still under investigation (e.g. legal implications, trust and 

acceptance etc.) and provide fruitful avenues for future research. However, the 

findings of our study are not of interest only to researchers. In fact, local and national 

policymakers may benefit from a better understanding of what the main privacy 

concerns of citizens are when it comes to designing and implementing smart city 

applications and services. As discussed by Troisi et al. [54], security and data 

governance are particularly relevant in this context. 

As any study, the work presented in this manuscript is not free from limitations. First, 

our findings are based on publications sourced by a single database – Scopus. While 

this is arguably one of the most comprehensive repositories of academic publications, it 

does not feature all existing publications outlets and therefore a number of studies have 

been ignored. Furthermore, we limited our search criteria to peer-reviewed articles 

only, thus excluding conference papers, books, and book chapters. This was done to 

ensure that all publications included in our final list had gone through a formal peer 

review process but this is also implemented but a number of highly reputable 

conferences and book editors. Finally, the chosen methodology is limited to providing a 

descriptive analysis of the subject matter of the research. A more qualitative critical 

analysis of the literature may provide more detailed insights into the methodologies 

used across different clusters and highlight research gaps that may represent avenues 

for future research. 
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