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Introduction

This chapter has very little to contribute aboutatied ‘cyberterrorism’ (i.e. acts of
terrorism carried out using the Internet and/oiirgjdnternet infrastructures);
instead, it is centrally concerned with what Relsiescribes as ‘Political uses of the
Net’: the employment of the Internet by ordinaryzens, political activists, organised
interests, governments and others to achieve gallgioals which has little or nothing
to do with the Interngter se” Specifically, the focus here is on the use(s) nudke
Internet by terrorist groups. What are terrorigtugrs attempting to do by gaining a
foothold in cyberspace? A small number of reseaschave addressed this question
in the past five yearsProbably the best known of these analyses is €labri
Weimann'’s report for the US Institute of Peacetkatwww.terrorism.net: How
Modern Terrorism Usethe Interneft Weimann identifies eight major ways in which,

he says, terrorists currently use the Internetsélage psychological warfare,
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publicity and propaganda, data mining, fund raisnegruitment and mobilization,
networking, information sharing and planning andrdination® Having considered
Weimann'’s categorisation in conjunction with thesggested by Cohen, Furnell and
Warren, and Thomdsthe present analysis is concerned with what haea b
determined to be the current five core terrorigsusf the Net: information provision,
recruitment, financing, networking and informatigathering. Each of these is
described and analysed in more detail below. Tladable responses to this increased
terrorist reliance on the Internet are also consdlén some detail in the second half
of this chapter. Initially, however, a brief expddion as to why the Internet is viewed

by terrorists as such an attractive tool is in arde

Why the Internet?
Thomas Friedman has argued that contemporary gtaliah “goes farther, faster,
cheaper, and deeperie might have been describing the Internet.

The Internet is a powerful tool, which is used amahipulated by actors to
accomplish a wide variety of tasks. The networkatire of the Internet allows users
to access a nearly limitless supply of information data that can be shared across
the network. People can use the Internet to eddlcateselves, to entertain
themselves, to conduct business, to shop, or tagenmp political action. There is no
a priori reason, however, why actors should use the Intésrengage in these
activities over any other potential tool that vgirner the same result. As with any

tool, the Internet does not exist in a vacuum;agthctors are presented with different
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options and make choices based on relative advesitéfcactors are to use the
Internet, it must offer relative advantages ovéeoipotential tools. If no such
comparative benefit exists, actors will see natytih using the Internet, opting
instead for some other, more effective, option.

There are nine key properties of the Internet itbiatler it different from
traditional media and a key instrumental power seur

- Volume: far larger volumes of information can bengferred easily compared
with previous modes of communication.

- Speed: the ability to compress data and more dpatensmitting data
decrease the amount of time it takes to excharfgenation.

- Format: the ability to combine text, graphics, adnd video means that in-
depth, dynamic, and visually stimulating communarais possible
simultaneously.

- Direction: the possibilities for two-way interaaicommunication are greatly
expanded on the WWW as a result of the greaterespad speed, but also due
to the enhanced horizontal or lateral links arisingyof hypertext linkage
between sites.

- Individual Control: the opening up of control owrection in the sending
and receiving of information means that power iceti¢ralized to the
individual user who has the choice of not only wioatiew, but also what to
publish.

- Anonymity: Internet users enjoy a large measuranoinymity. There are
numerous information security applications thabwaltustomers to conceal

their identity, the content of their communicatipaosthe details of their



transactions. These include free e-mail servidestrenic remailers,
anonymizers, and widely available encryption areg@hographic tools.

- Evasion of Government Control: the primary way imiat actors may evade
government control is through operating their Wigdx(s) in jurisdictions with
high levels of free speech protection. The vartoads identified above may
also be used to avoid censorship.

- Reduced Transaction Costs: registering a Welrsits less than US$50 and
many Internet sites allow users to create Web ait@® cost at all. Free e-mail
services are commonplace on the Internet while geswsps and message
postings are likewise available at no cost.

- Globality: perhaps most importantly, these low-dostrnet technologies
allow users to transmit and share information dglgbeearly instantaneously.
The networked structure of the Internet finds thiekest and most effective
route for information flows. Web sites from anywaen the world take only
seconds to load while e-mails can circle the gioben instant.

In summary, then, Web-based communication hasdtenpal to be a more
immediate, individual, dynamic, in-depth, interaetianonymous, unedited, cheaper,
and far-reaching process than is possible in caromal media. Terrorists are well
aware of these properties of the Internet andetains why they have taken to the

medium with such alacrity.

TheFiveCoreTerrorist Uses of the Inter net

Information Provision



This refers to efforts by terrorists to engageublity, propaganda and, ultimately,
psychological warfare. “In the modern era, thesimuithat ‘information is power’ is
very clearly understood by the media and governgéns also understood by
terrorists, their audiences, and their adversafidhe Internet, and the advent of the
World Wide Web in particular, have significantlycneased the opportunities for
terrorists to secure publicity. This can take et of historical information, profiles
of leaders, manifestos, etc. But terrorists caa ate the Internet as a tool of
psychological warfare through spreading disinfororgtdelivering threats, and
disseminating horrific images, such as the behgaafimerican entrepreneur Nick
Berg in Iraq and US journalist Daniel Pearl in Réd via their Web sitésThese
functions are clearly improved by the Web’s enhdnagdume, increased speed of
data transmission, low-cost, relatively uncontmlhature, and global reach.

In the past, those characterised as ‘terroristsewarely accepted by the mass
media as legitimate or authoritative sources ofsiewtheir own right. Neither were
they accepted as reliable commentators upon thigcabkituation that had given rise
to the violence: “Certainly, on the few occasiorteew the BBC or ITV interviewed
Republican para-militaries in the 1970s and 198@s; were emphatically not, as a
matter of policy, treated as individuals whose ams could be accorded the same
respect and due consideration as oth&r8y concentrating almost exclusively on the
violent dimension of terrorism, making no attengptontextualise its causes, media
reports often leave readers, viewers, or listemgstified as to the motivation of

violent acts:* The upshot of this is that many in the media auzbeake these acts to
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be simply the senseless, inexplicable behaviopsgthotic fundamentalists or
extremist lunatic$?

The establishment of dedicated Websites, ontiher dvand, offers
terrorist groups an unprecedented level of direatrol over the content of their
message(s). It considerably extends their abiityitape how different target
audiences perceive them and to manipulate nottbely own image, but also the
image of their enemies. Although, for many groubsir target audience may be
small, an Internet presence is nonetheless expdeegghrdless of the number of
hits a site receives, a well-designed and well-taawed Web site gives a group
an aura of legitimacy while also seeking to advaheeorganization's political
and ideological agenda. The latter is a core fonat and of itself, but clearly
the sites’ information provision role also evidemsgnificant overlaps with the

other terrorist uses of the Net outlined belowtipalarly recruitment.

Recruitment

This refers to groups’ efforts to recruit and midalsympathizers to more actively
support terrorist causes or activities. The Webkrsfa number of ways for achieving
this: it makes information gathering easier forgmpial recruits by offering more
information, more quickly, and in multimedia form#te global reach of the Web
allows groups to publicize events to more peopié; lay increasing the possibilities
for interactive communication, new opportunities &ssisting groups are offered,
along with more chances for contacting the groueady. Finally, through the use of
discussion forums, it is also possible for memioéthie public--whether supporters

or detractors of a group--to engage in debate anthanother. This may assist the

12 George Gerbner, “Violence and Terrorism in andtyMedia.” InMedia, Crisis and Democracy:
Mass Communication and the Disruption of Social@yddited by Mark Raboy & Bernard Dagenais
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terrorist group in adjusting their position andtiie&and, potentially, increasing their
levels of support and general app€al.

Online recruitment by terrorist organizations iglda be widespread. Harris
et al provide the example of an Iranian site that boastapplication for suicide
bombers guaranteeing that the new ‘martyr’ willealeventy relatives with him into
heavenlf the recruit is unsure about joining, or if theogp is unsure about the
recruit, he is directed to a chat room where heiiigially’ vetted.If he passes muster,
he will be directed to another chat room for furthetting, and finally contacted
personally by a group member. This process istsdid aimed at weeding out
‘undesirables’ and potential infiltratot$It is more typical, however, for terrorist
groups to actively solicit for recruits rather thaaiting for them to simply present
themselves. Weimann suggests that terrorist recsumhay use interactive Internet
technology to roam online chat rooms looking fareqgive members of the public,
particularly young people. Electronic bulletin bdsucould also serve as vehicles for

reaching out to potential recruits.

Financing

This refers to efforts by terrorist groups to rédiseds for their activities. Money is
terrorism’s lifeline; it is “the engine of the armhetruggle.*® The immediacy and
interactive nature of Internet communication, camebli with its high-reach properties,

opens up a huge potential for increased finan@ahtlons as has been demonstrated

13 Rachel Gibson and Stephen Ward, “A Proposed Meibgg for Studying the Function and
Effectiveness of Party and Candidate Web Sit8segial Science Computer Revig# (2000): 305-
306; Kevin Soo Hoo, Seymour Goodman, and Lawrenmeierg, “Information Technology and the
Terrorist Threat,'Survival39 (1997): 140; Weimann, p.8.

14 Kathryn Fritz, Lindsay Harris, Daniel Kolb, Padlarich, & Kathleen StockefTerrorist Use of the
Internet and National Responfénpublished Paper] (College Park: University odiifland, 2004),
p.9. Full text available online attp://www.wam.umd.edu/~larich/735/index.html
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18 Loretta Napoleoni, “Money and TerrorisnStrategic Insight8 (2004): 1. Full text available online
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by a host of non-violent political organizationslanvil society actorsTerrorists
seek financing both via their Web sites and bygitie Internet infrastructure to
engage in resource mobilization using illegal means

Numerous terrorist groups request funds directynfiWeb surfers who visit
their sites. Such requests may take the form oéiggistatements underlining the
organizations need for money, more often than patdver requests are more direct
urging supporters to donate immediately and supglgither bank account details or
an Internet payment option. For example, the IRA&N Web site contains a page on
which visitors can make credit card donatidhgvhile, at one time, the Ulster
Loyalist Information Service, which was affiliatedth the Loyalist Volunteer Force
(LVF), and accepted funds via PayPal, invited theke were “uncomfortable with
making monetary donations” to donate other itemduding bullet-proof vests.
Another way in which groups raise funds is throtigh establishment of online stores
and the sale of items such as books, audio and vapes, flags, t-shirts, etc.

The Internet facilitates terrorist financing in@amber of other ways besides
direct solicitation via terrorist Web sites. Accimiglto Jean-Francois Ricard, one of
France’s top anti-terrorism investigators, mangrskst terror plots are financed
through credit card frautf.lmam Samudra, sentenced to death for his paniiBali
bombing of 2002, has published a prison memoioaies 280 pages, which includes a
paper that acts as a primer on ‘carditigiccording to Dutch experts, there is strong
evidence from international law enforcement agensieh as the FBI that at least
some terrorist groups are financing their actigitiga advanced fee fraud, such as

Nigerian-style scam e-mails. To date, howeverdseMidence for such claims has not
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entered the public realfil.There is ample evidence, however, to support the
contention that terrorist-affiliated entities amdividuals have established Internet-
related front businesses as a means of raising yrtorsupport their activities. For
example, in December 2002, InfoCom, a Texas-b&SBdwas indicted along with its
individual corporate officers on thirty-three cosinélating to its provision of
communication services, in-kind support, and futodigrrorist organizations
including Hamas and its affiliate the Holy Land Rdation for Relief and
Development (HLFRD)nfoCom'’s capital was donated primarily by NadiagHi
Marzook, wife of Hamas figurehead Mousa Abu Marzbok

Terrorist organizations have a history of expl@tiot just businesses, but
also charities as undercover fundraising vehidéss is particularly popular with
Islamist terrorist groups, because of the injunctimat observant Muslims make
regular charitable donations. In some cases, tstrmiganizations have actually
established charities with allegedly humanitariamppsesExamples of such
undertakings includ#lercy InternationaWafa al-lgatha al-Islamiya, Rabita Trust, Al
Rasheed Trust, Global Relief Fund, Benevolencerat®nal Foundation, and Help
The Needy. Along with advertising in sympathetientounities’ press, these
‘charities’ also advertised on websites and chatm®with Islamic themes, pointing
interested parties to their Internet homepages.

Terrorists have also infiltrated branches of éxgstharities to raise funds

clandestinely. Many such organizations providehtthanitarian services advertised:

2 Jan Libbenga, “Terrorists Grow Fat on E-Mail Scdri$ie RegisteP8 September 2004. Full text
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feeding, clothing, and educating the poor anceiiite, and providing medical care for
the sick. However, some such organizations, intemfdio pursuing their publicly
stated mission of providing humanitarian aid, gdacsue a covert agenda of
providing material support to militant groups. Te@sganizations’ Web-based

publicity materials may or may not provide hintd@sheir secret purposes.

Networking

This refers to groups’ efforts to flatten their angzational structures and act in a
more decentralized manner through the use of tleenet, which allows dispersed
actors to communicate quickly and coordinate effett at low cost. The Internet
allows not only for intra-group communication, falgo inter-group connections. The
Web enhances terrorists’ capacities to transfomir structures and build these links
because of the alternative space it provides forrsanication and discussion and the
hypertext nature of the Web, which allows for gretp link to their internal sub-

groups and external organizations around the diame their central Web site.

Transforming Organizational Structures

Rand's John Arquilla, David Ronfeldt, and Michebnihi have been pointing to the
emergence of new forms of terrorist organizatigaregd to the information age for
some time. They contend, “terrorists will contirtoenove from hierarchical toward
information-age network designs. More effort wil mto building arrays of
transnationally internetted groups than into buidgstand alone groupé®This type

of organizational structure is qualitatively diéet from traditional hierarchical

2 John Arquilla, David Ronfeldt & Michele Zanini, ‘@tworks, Netwar and Information-Age
Terrorism.” InCountering the New Terrorismgdited by lan O. Lesser, Bruce Hoffman, John Atguil
David F. Ronfeldt, Michele Zanini, and Brian Micthdenkins (California: Rand, 1999), p.41. Full text
available online attp://www.rand.org/publications/MR/MR989/MR989. ¢3apdf
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designs. Terrorists are ever more likely to be vizgd to act in a more fully
networked, decentralized, ‘all-channel’ manneralbjg there is no single, central
leadership, command, or headquarters. Within thwork as a whole there is little or
no hierarchy and there may be multiple leaders nigipg upon the size of the group.
In other words, there is no specific heart or hidsad can be targeted. To realize its
potential, such a network must utilize the lategtimation and communications
technologies. The Internet is becoming an integpatponent of such organizations,

according to the Rand analy$fs.

Planning and Coordination

“Many terrorist groups share a common goal withmetteam organizations and
institutions: the search for greater efficiencyotigh the Internet”* Several reasons
have been put forward to explain why modern IT ey, especially the Internet, are
so useful for terrorists in establishing and mamie networks. As already
discussed, new technologies enable quicker, cheap@more secure information
flows. In addition, the integration of computingttvcommunications has
substantially increased the variety and complexdtthe information that can be
shared”?

This led Michele Zanini to hypothesize that “theajer the degree of
organizational networking in a terrorist group, thgher the likelihood that IT is used
to support the network’s decision makirf§.Zanini’s hypothesis appears to be borne

out by recent events. For example, many of thetists indicted by the United States

% Arquilla et al, pp.48-53.
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UCLA Journal of Law and Technolo§y(2004): 2. Full text available online at
http://www.lawtechjournal.com/articles/2004/04_0@T2margulies.pdf
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% Michele Zanini, “Middle Eastern Terrorism and Nati Studies in Conflict and Terroris@e
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government since 9/11 communicated via e-mail. ildetment of four members of
the Armed Islamic Group (Gama’a al-Islamiyya) gde that computers were used
“to transmit, pass and disseminate messages, coroations and information
between and among IG leaders and members in thedJatates and elsewhere
around the world? Similarly, six individuals indicted in Oregon in @D allegedly
communicated via e-mail regarding their effort¢r&vel to Afghanistan to aid al-
Qaeda and the Taliban in their fight against théddnStates?®

The Internet has the ability to connect not ongnmbers of the same terrorist
organizations but also members of different gro#os.example, hundreds of so-
called ‘jihadist’ sites exist that express supportterrorism. According to Weimann,
these sites and related forums permit terrorisfdanes as far-flung as Chechnya,
Palestine, Indonesia, Afghanistan, Turkey, Iraglaysia, the Philippines, and
Lebanon to exchange not only ideas and suggeshohgso practical information

about how to build bombs, establish terror celtsl altimately perpetrate attacks.

Mitigation of Risk

As terrorist groups come under increasing presisane law enforcement, they have
been forced to evolve and become more decentralizes is a structure to which the
Internet is perfectly suited. The Net offers a vi@ylike-minded people located in
different communities to interact easily, whictpeticularly important when
operatives may be isolated and having to ‘lie Iddehied a physical place to meet
and organize, many terrorist groups are allegdtht@ created virtual communities

through chat rooms and Web sites in order to caetspreading their propaganda,

2" Indictment, United States v. Sattar, No. 02-CRI®6311 (S.D.N.Y Apr. 9, 2002). Available online
at http://news.findlaw.com/hdocs/docs/terrorism/uss@40902ind.pdf

2 |ndictment, United States v. Battle, No. CR 02-398, 5 (D.Or. Oct. 2, 2002). Available online at
http://news.findlaw.com/hdocs/docs/terrorism/udba@0302ind. pdf

2 Weimann, p.9.

12



teaching, and training. Clearly, “information teokogy gives terrorist organizations
global power and reach without necessarily compsaomgitheir invisibility.”° It

“ puts distance between those planning the attackhemdtargets...[and] provides
terrorists a place to plan without the risks notynassociated with cell or satellite

phones.?!

Information Gathering

This refers to the capacity of Internet users tmeas huge volumes of information,
which was previously extremely difficult to retrieas a result of its being stored in
widely differing formats and locations. Today, thare literally hundreds of Internet
tools that aid in information gathering; these udld a range of search engines,
millions of subject-specific email distributiontss and an almost limitless selection
of esoteric chat and discussion groups. One ofrijer uses of the Internet by
terrorist organizations is thought to be informatgathering. Unlike the other uses
mentioned above terrorists’ information gatheringwties rely not on the operation
of their own Web sites, but on the information ciimited by others to “the vast
digital library” that is the Interné€ There are two major issues to be addressed here.
The first may be termed ‘data mining’ and refersaiworists using the Internet to
collect and assemble information about specifigeing opportunities. The second
issue is ‘information sharing,” which refers to maeneral online information

collection by terrorists.

Data Mining

% patrick S. TibbettsTerrorist Use of the Internet and Related InforroatiTechnologiefUnpublished
Paper] (Fort Leavenworth, Kansas: United StatesyA@ommand and General Staff College, 2002),
p.5.

* Thomas, p.119.

32 \Weimann , p.6.
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In January 2003, US Defence Secretary Donald Rudwf@ned in a directive sent
to military units that too much unclassified, botgntially harmful material was
appearing on Department of Defence (DoD) Web sResnsfeld reminded military
personnel that an al-Qaeda training manual recadvarAfghanistan states: “Using
public sources openly and without resorting taglemeans, it is possible to gather at
least eighty percent of information about the enérHg went on to say, “at more
than 700 gigabytes, the DoD Web-based data makastareadily available source of
information on DoD plans, programs and activit@ae must conclude our enemies
access DoD Web sites on a regular ba$is.”

In addition to information provided by and about Hrmed forces, the free
availability of information on the Internet abobetlocation and operation of nuclear
reactors and related facilities was of particutamezrn to public officials post 9/11.
Roy Zimmerman, director of the Nuclear Regulatoonnission’s (NRC) Office of
Nuclear Security and Incident Response, said the &tacks highlighted the need to
safeguard sensitive information. In the days imratedly after the attacks, the NRC
took their Web site entirely off line. When it waestored weeks later, it had been
purged of more than 1,000 sensitive documentsallyitthe agency decided to
withhold documents if “the release would provideacland significant benefit to a
terrorist in planning an attack.” Later, the NR@htiened the restriction, opting to

exclude information “that could be useful or cotddsonably be useful to a terrorist.”

¥ As quoted in Declan McCullagh, “Military Worriedo&ut Web Leaks,C|Net Newdl6 January
2003. Full text available online http://news.com.com/2100-1023-981057.html
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According to Zimmerman, “it is currently unlikelizat the information on our Web
site would provide significant advantage to assisrrorist.**

The measures taken by the NRC were not exceptidoabrding to a report
produced by OMB Watcft, since 9/11 thousands of documents and tremendous
amounts of data have been removed from US governsites. The irony, however,
is that much of the same information remains ab#ilan private sector Web sit&s.
Patrick Tibbetts points to the Animated Softwarer(any's Web site which has off-
topic documents containing locations, status, sgcpirocedures and other technical
information concerning dozens of U.S. nuclear @t while the Virtual Nuclear
Tourist site contains similar information. The ¢atsite is particularly detailed on
specific security measures that may be implemeaitedrious nuclear plants
worldwide®® (Tibbetts 2002, 15). Many people view such infaiipraas a potential
gold mine for terrorists. Their fears appear wellrided given the capture of al-Qaeda
computer expert Muhammad Naeem Noor Khan in Pakistduly 2004, which
yielded a computer filled with photographs and fld@mgrams of buildings in the

U.S. that terrorists may have been planning tckfta

Sharing Information

3 As quoted in Mike M. Ahlers, “Blueprints for Terists?” CNN.com19 November 2004. Full text
available online albittp://www.cnn.com/2004/US/10/19/terror.nrc/

% OMB Watch is a watchdog group based in Washingii® Their home page is online at
http://www.ombwatch.org

% Gary D. Bass and Sean Moultdhe Bush Administration’s Secrecy Policy:

A Call to Action to Protect Democratic Valug§orking Paper] (Washington DC:

OMB Watch, 2002). Full text available online latp://www.ombwatch.org/rtk/secrecy.pdf
37 Seehttp://www.animatedsoftware.com/environm/no_nukekétist1.htm

38 Seehttp://www.nucleartourist.com/

39 Douglas Jehl and David Johnston, “Reports ThattbeBerror Alert Were Years Old, Officials
Say,”New York Time8 August 2004; Dan Verton and Lucas Mearian, “@mData a Gold Mine for
Terrorists,”"ComputerWorlds August 2004. The full text of the latter is dahle online at
http://www.computerworld.com/securitytopics/secustory/0,10801,95098,00.html
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Policymakers, law enforcement agencies, and o#lreralso concerned about the
proliferation of ‘how to’ Web pages devoted to eiping, for example, the technical
intricacies of making homemade bombs. Many suclicdevmay be constructed using
lethal combinations of otherwise innocuous matsri@day, there are hundreds of
freely available online manuals containing sucloiinfation. As early as April 1997,
the US Department of Justice had concluded thaavthdability of this information
played a significant role in facilitating terrorsd other criminal acf®.

As an example, Jessica Stern pointBacteriological Warfare: A Major
Threat to North Americ§l995), which is described on the Internet asakldor
helping readers survive a biological weapons attakis subtitled ‘What Your
Family Can Do Before and After.’ However, it alsesdribes the reproduction and
growth of biological agents and includes a chaeteitled ‘Bacteria Likely To Be
Used By the Terrorist.” The text is available fawhload, in various edited and
condensed formats, from a number of sidsle hard copies of the book are
available for purchase over the Internet from majdme booksellers for as little as
$13 (Stern 1999, 51).

More recently, an Al Qaeda laptop found in Afglsaun had been used to visit
the Web site of the French Anonymous Society (Fét83everal occasions. The FAS
site publishes a two-voluntabotage Handbodkat contains sections on planning an
assassination and anti-surveillance methods ameigsis’* A much larger manual,

nicknamedrlhe Encyclopedia of Jihaghd prepared by al Qaeda, runs to thousands of

0 US Department of JusticBeport On The Availability of Bombmaking Informatithe Extent to
Which Its Dissemination Is Controlled by Federall,@and the Extent to Which Such Dissemination
May Be Subject to Regulation Consistéfith the First Amendment to the United States Gloitisin
(Washington DC: US Department of Justice, 1997)1pi6. Full text available online at
http://cryptome.org/abi.htm

“I Thomas, p.115; Weimann, p.9.
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pages; distributed via the Web, it offers detaifestructions on how to establish an
underground organization and execute terror attécks

This kind of information is sought out not just $gphisticated terrorist
organizations but also by disaffected individualspared to use terrorist tactics to
advance their idiosyncratic agendas. In 1999, rfstaince, right-wing extremist David
Copeland planted nail bombs in three different sugfd_ondon: multiracial Brixton,
the largely Bangladeshi community of Brick Laned &lme gay quarter in Soho. Over
the course of three weeks, he killed three peaptei@ured 139. At his trial, he
revealed that he had learned his deadly technigaesthe Internet by downloading
copies ofThe Terrorist's HandbookndHow to Make Bombs: Book TwiBoth titles

are still easily accessibfé.

The Open Source Threat?

The threat posed by the easy availability of bordkimg and other ‘dangerous
information’ is a source of heated debate. Paffitbetts warns against
underestimating the feasibility of such threats.pgdets out that captured Al Qaeda
materials include not only information compiled‘bome-grown explosives,’ but
also indicate that this group are actively pursulatp and technical expertise
necessary to pursue CBRN weapons programs. AceptdiKen Katzman, a
terrorism analyst for the Congressional Researchic&s much of the material in
these captured documents was probably downloadettfre Internet? As a result,
many have called for laws restricting the publiatof bomb-making instructions on

the Internet. Others, however, have pointed outttha material is already easily

“2\Weimann, p.9.
“3Weimann, p.10.
“ Tibbetts, p.17.
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accessible in bookstores and librafies fact, much of this information has been
available in print media since at least the lat€0E9 with the publication of William
Powell'sTheAnarchist Cookbooknd other, similar titles.

Jessica Stern has observed: “In 1982, the yetedirst widely reported
incident of tampering with pharmaceuticals, theehyll case, only a few
poisoning manuals were available, and they wegtively hard to find.*® This is
doubtless true; they were hard to find, but theyeavailable. As Stern herself
concedes, currently how-to manuals on producingnoted and biological agents
are not just available on the Internet, but aresdithed in paramilitary journals
sold in magazine shops all over the United Stdtéscording to a US
government report, over fifty publications desarntpthe fabrication of explosives
and destructive devices are listed in the Librdr€ongress and are available to
any member of the public, as well as being easifjlable commercially®
Despite assertions to the contratyhe infamousAnarchist Cookbook1971) is
not available online, although it is easily purathfrom bookstores or online
retailers. The anonymous authors of Web sites algjnto post th&Cookbookand
similar texts often include a disclaimer that thegesses described should not be
carried out. This is because many of the ‘recipes’e a poor reputation for
reliability and safety.

Perhaps the most likely ‘recipes’ to be of useetodrists are those related to
hacking tools and activities. Such informationisodikely to be considerably more

accurate than bomb making information, for examibies; is because the Internet is

“5 Anti-Defamation League, “Terrorist Activities onet Internet, Terrorism UpdatgWinter

1998).Full text available online http://www.adl.org/Terror/focus/16 focus_a.asp

“% Jessica Sterhe Ultimate Terrorist§Cambridge, MA: Harvard University Press, 1999500

" Stern, p.51.

8 (US Department of Justice, p.5); the same repentions that one Kansas bomber got his bomb
instructions from the August 19%3ader's Digedipp.6-7).

9 See, for example, Weimann, p.9.
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both the domain and tool of hackers. In testimoafpte the US House Armed
Services Committee in 2003, Purdue University made and information assurance
expert, Eugene Spafford said bulletin boards asdudision lists teach hacking
techniques to anyone: “We have perhaps a virtualdwade training camp,” he
testified® Terrorists have been known to exploit this reseutmam Samudra’s
instructions regarding the use of chat rooms faddmehackers to obtain information
about ‘carding’ have already been mentioned. Ir818Malid Ibrahim, who identified
himself as an Indian national, sought classified amclassified US government
software and information, as well as data fromdrgdBhabha Atomic Research
Center, from hackers communicating via InterneaR€&@hat (IRC). Using the online
aliases RahulB and Rama3456, Ibrahim began frempgeanline cracker hangouts in
June 1998. In conversations taken from IRC logsHhim claimed to be a member of
Harkat-ul-Ansar, a militant Kashmiri separatist gpd*

Finally, it is important to keep in mind that renabwf technical information
from public Web sites is no guarantee of safegugrdi In essence, this effort is akin
to ‘closing the barn door after the horse has kdlietelligence and technical data
obtained by terrorist operatives prior to 9/11 bararchived, stored and distributed
surreptitiously irrespective of government or ptevattempts to squelch its presence
on the Internet in 2005. Indeed, these materiaidbealoaded onto offshore or other
international Web servers that cannot be affected® legislation, rendering any

attempt to halt their spread outside the reachmé&Acan law enforcemenit.

Y See Eugene Spafford’s testimony before the US éldumed Services Committee, Subcommittee
on Terrorism, Unconventional Threats and Capadditn 24 July 2003, p.31. Full text available anlin
athttp://commdocs.house.gov/committees/security/Ha220.000/has205260_0f.htm

*1 Niall McKay, “Do Terrorists Troll the NetXVired4 November 1998.

Full text available online dtttp://www.wired.com/news/politics/0,1283,15812titl

2 Tibbetts, p.17.
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Fighting Back

In his 1996 assessment of the Internet CharlestSweggested that as more foreign
officials, military officers, business people, godrnalists got e-mail addresses, the
Internet could be used as a medium for psycholbgjparations campaigns. The
Internet, he said, could rapidly convey the offigavernment perspective on a host
of important issues to a wide and influential and&® To date, however, most
official government Web sites are limited to roetjpublic affairs whereas it is
commonplace on the Web to see public diplomacy ected on behalf of a host of
political dissenters, including terrorists. Usedlwé Internet is a double-edged sword
for terrorists, however. They are not the only gi®toperating’ the Net, which can
act as a valuable tool for anti-terrorist forcesoallThe more terrorist groups use the
Internet to move information, money, and recruitsuad the globe, the more data
that is available with which to trail them. Sind& P a number of groups have
undertaken initiatives to disrupt terrorist useld Internet, although a small number
of such efforts were also undertaken previous e¢cattacks. Law enforcement
agencies have been the chief instigators of suthtiaes, but they have been joined
in their endeavors by other government agenciegeiisas concerned individuals and

various groups of hacktivists.

The Role of Law Enforcement and Intelligence Agenci

Intelligence Gathering

%3 Charles SwetiStrategic Assessment: The Intertashington DC: Department of Defense, 1995).
Full text available online dtttp://www.fas.org/cp/swett.html
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The bulk of this chapter has been concerned wibhvstg how the Internet can act as
a significant source of instrumental power fordeist groups. Use of the Internet can
nonetheless also result in significant undesiraffiects for the same groups. First,
unless terrorists are extremely careful in theg ofthe Internet for e-mail
communication, general information provision, atigeo activities, they may
unwittingly supply law enforcement agencies witpath direct to their door. Second,
by putting their positions and ideological beligfshe public domain, terrorist groups
invite opposing sides to respond to these. Theiegsuar of words may rebound on
the terrorists as adherents and potential recavitsirawn away’ Perhaps most
importantly, however, the Internet and terroristb/¢ges can serve as a provider of
open source intelligence for states’ intelligengerecies. Although spy agencies are
loathe to publicly admit it, it is generally agretha@t the Web is playing an ever-
growing role in the spy business.

According to the 9/11 Commissior&taff Statement No. 1open sources--
the systematic collection of foreign media--hasaisvbeen a bedrock source of
information for intelligence. Open source remamportant, including among
terrorist groups that use the media and the Intéoneommunicate leadership
guidance.® By the 1990s the US government’s Foreign Broadcdstmation
Service (FBIS) had built a significant translateffort as regards terrorism-related
media. Thus many now believe that terrorists’ pneseon the Internet actually works
against them. “A lot of what we know about al-Qaislgleaned from [their]
websites,” according to Steven Aftergood, a sc& i the Federation of American

Scientists in Washington, D.C., and director oftlbaprofit organization's Project on

** 500 Hoo, Goodman & Greenberg , p.140.

% Staff Statement No. 1The Performance of the Intelligence Commugi#ashington DC: 9/11
Commission, 2004), p.9. Full text available onlatéttp://www.9-

1lcommission.gov/staff statements/staff statemdénpdt
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Government Secrecy.“They are a greater value as an intelligence sotiran if they
were to disappear.” For example, Web sites and message boards hameében

to function as a kind of early warning system. Taays before the 9/11 attacks, a
message appeared on the popular Dubai-based Adsahdiscussion forum
proclaiming that “in the next two days,” “a big puse” would come from the Saudi
Arabian region of Asir. The remote province adjdderiYyemen was where most of
the nineteen hijackers hailed frofh.

Innovations such as the FBIS, while useful, dotalhthe whole story,
however. The problem begins with the sheer volumeformation floating about in
cyberspace. According to the 9/11 Commissi@taff Statement No, Prior to 9/11
the FBI did not have a sufficient number of tratmig proficient in Arabic and other
relevant languages, which by early 2001 had resuti@ significant backlog of
untranslated intelligence intercepts. In additiomor to 9/11, the FBI's investigative
activities were governed by Attorney General Gurd, first put in place in 1976
and revised in 1995, to guard against the misug@wérnment power. The
Guidelines limited the investigative methods ardhteques available to FBI agents
conducting preliminary investigations of potenteirorist activities. In particular,
they prohibited the use of publicly available seurformation, such as that found on
the Internet, unless specified criteria were presefhese guidelines have since been

modified and terrorist Web sites are thought tabeer increased surveillance since

* The project’s Web site is online lattp://www.fas.org/sgp/

*" As quoted in John Lasker, “Watchdogs Sniff OutrdeBites,”Wired News25 February 2005. Full
text available online dtttp://www.wired.com/news/privacy/0,1848,66708,@thh

%8 John R.Bradley, “Website Postings Give Away Teotivities,” The Straits Time§ May 2004.
http://www.asiamedia.ucla.edu/article.asp?pareifd®i 6

%9 Staff Statement No. @.aw Enforcement, Counterterrorism, and Intelligei@mlection in the
United States prior to 9/1Washington DC: 9/11 Commission, 2004), p.8. Fa#t available online at
http://www.9-11commission.gov/staff statementsfstthtement 9.pdf
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9/11, especially by Western intelligence agen&&his task remains gargantuan,
however; information gleaned from the Net must ®@aborated and verified before
it can be added to the intelligence mix. This reggsignificant input of operatives

and resources.

Technological Fixes

Given the above, it is unsurprising that many Ufels and commentators are
recommending that any additional funds that becawadable to the intelligence
agencies be spent on human intelligence capabjliiher than new technology.
Others, however, are convinced that new technadagged to be developed and
deployed in the fight against terrorism. They bemtbe fact that prior to 9/11,
“Signals intelligence collection against terrorismhile significant, did not have
sufficient funding within the NSA. The NSA'’s slomahsformation meant it could not
keep pace with advances in telecommunicatih#fthough DCS-1000--more
commonly known as Carnivore--the FBI's e-mail pdekaffer system has not been
employed since 2002, Bureau officials have instzagloyed commercially available
monitoring applications to aid in their investigats. Intelligence agencies are also
said to be deploying the classic spy tactic ofldsthing so-called ‘honey pots’ with a
high-tech twist: in this case, setting up bogus Wigds to attract those people they

are seeking to monit§f.Numerous other technological fixes are also invibeks.

Other Innovations

9 Dan VertonBlack Ice: The Invisible Threat of Cyberterrorishew York: McGraw Hill, 2003),
p.220.

®1 Staff Statement No. 11, p.10.

%2 Bernhard Warner, “Intelligence Experts Comb WebTerror Clues, The Washington Pod®
November 2003. Full text available onlinehdtp://cryptome.org/web-panic.htm
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It should be clear at this stage that the eveng1df impacted intelligence and law
enforcement agencies not just in the United Statgisaround the world. For
example, in the UK MI5 took the unprecedented sfgposting an appeal for
information about potential terrorists on dissid@rab websites. The message, in
Arabic, was placed on sites that the authoritiesakwere accessed by extremists,
including ‘Islah.org,” a Saudi Arabian oppositiatesand ‘Qogaz.com,” a Chechen

site which advocatejhad. The message read:

The atrocities that took place in the USA on 11t8eber led to the deaths of
about five thousand people, including a large nunob&luslims and people
of other faiths. MI5 (the British Security Servige)esponsible for countering
terrorism to protect all UK citizens of whateveittlicor ethnic group. If you
think you can help us to prevent future outragdisusain confidence on 020-

7930 9000.

MI5 were hopeful of eliciting information from penss on the margins of extremist
groups or communities who were sufficiently shockgdhe events of 9/11 to want to
contact the agency. The agency had intended talp@shessage on a further fifteen
sites known to be accessed by radicals, but mathyest were shut down by the FBI
in the aftermath of the attack&The events of 9/11 prompted numerous states’
intelligence agencies to reappraise their onlires@nce. Since 2001, MI5 has
substantially enhanced its Web site while in 208¢gel’'s Mossad spy agency

launched a Web site aimed at recruiting staff.

%3 Stephanie Gruner and Gautam Naik, “Extremist Siteder Heightened ScrutinyThe Wall Street
Journal Online8 October 2001, online attp://zdnet.com.com/2100-1106-530855.html?legadyrz
Richard Norton-Taylor, “MI5 Posts Terror Appeal Arab Websites, The Guardiar26 October 2001.
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Other Agencies: Sanitising Government Sites

US government Web sites were vital repositoriesfoirmation for Internet users in
the days and weeks following the 9/11 attacks. dites became important venues for
those both directly and indirectly affected by éwents of 9/11, members of the
public wishing to donate to the relief efforts, ahd various agencies’ own
employees, some of whom were victims of the attéok$ater of the anthrax

scaresf*

While some agencies were uploading informatioro ohé Net, however,
others were busy erasing information from thegssifTo avoid providing information
that might be useful to terrorists planning furthéacks, federal agencies, as well as
some state and private Web page operators, tog& &anounts of material off the
Internet in the wake of the 9/11 attacks. Somdefarasures were voluntary; others
were carried out following requests from US goveenitdepartments. As mentioned
earlier the Nuclear Regulatory Commission, whidjutates American nuclear power
plants, closed its Web site down for a period fwlly a request from the Department
of Defence that it do so. Although no other agemeyoved its entire site, pages were
erased from the Web sites of the Department of dsnéne Interior Department’s
Geological Survey, the Federal Energy Regulatomn@assion, the Environmental
Protection Agency, the Federal Aviation Administrat the Department of
Transportation’s Office of Pipeline Safety, the idatl Archives and Records
Administration, the NASA Glenn Research Centre,ltiternational Nuclear Safety
Centre, the Los Alamos National Laboratory, thedawrof Transportation Statistics’

Geographic Information Service, and the Nationadery and Mapping Agendy.

% See Pew Internet and American Life Proj€ne Year Later: September 11 and the Internet
(Washington DC: Pew Internet and American Life Bebj2002), pp.33-37. Full text available online
at http://www.pewinternet.org/pdfs/PIP_9-11 Report.pdf

% Lucy A. Dalglish, Gregg P. Leslie, and Phillip Tery Homefront Confidential:
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What sorts of information was removed from thes#t The Environmental
Protection Agency (EPA) removed thousands of chehmclustry risk management
plans dealing with hazardous chemical plants frisnsite. Department of
Transportation officials removed pipeline mappinfprmation as well as a study
describing risk profiles of various chemicals, ehihe Bureau of Transportation
Statistics removed the National Transportation \@atabases and the North
American Transportation Atlas, which environmerstslihad used to assess the
impact of transportation proposals. The CenteDisease Control and Prevention
removed &Report on Chemical Terroristhat described industry’s shortcomings in
preparing for a possible terrorist attaéiviany of the agencies posted notices that the

information had been removed because of its passg®fulness to terrorists.

Hackers and Hacktivists

Hackers also took to the Net in the aftermath eftdrror attacks, some to voice their
rage, others to applaud the attackers. A groumgaithemselves the Dispatchers
proclaimed that they would destroy Web serverslatetnet access in Afghanistan
and also target nations that support terrorism.grbap proceeded to deface
hundreds of Web sites and launch Distributed Desfislervice (DoS) attacks against
targets ranging from the Iranian Ministry of theelmor to the Presidential Palace of

Afghanistan. Another group, known as Young IntefigHackers Against Terror

How the War on Terrorism Affects Access to Inforomaand the Public’s Right to Kno@rlington,

VA: Reporters Committee for Freedom of the Pre6822, p.25, online at
http://www.rcfp.org/news/documents/Homefront_Coafitlal.pdf Pew, pp.8-9; see also Baker, John
C., Beth E. Lachman, Dave Frelinger, Kevin O'Cohrdex Hou, Michael S. Tseng, David T.
Orletsky, and Charles Yostlapping the Risks: Assessing the Homeland Seduarjilications of
Publicly Available Geospatial InformatigiCalifornia: Rand, 2004), online at
http://www.rand.org/publications/MG/MG142/

% Dalglish, Leslie, & Taylor, p.2; Guy Gugliotta, tfencies Scrub Web Sites of Sensitive Chemical
Data,” Washington Post October 2001, p.A29, online attp://www.washingtonpost.com/ac2/wp-
dyn?pagename=article&node=&contentld=A2738-2001 08, pp.8-9; Julia Scheeres, “Blacklisted
Groups Visible on Web,Wired Newsl9 October 2001, online at
http://www.wired.com/news/politics/0,1283,47616 |titnl.
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(YIHAT) claimed, in mid-October 2001, to be negtig with one European and one
Asian government to ‘legalize’ the groups hackiot\aties in those states. The
group’s founder, Kim Schmitz, claimed the groupdateed the systems of two Arabic
banks with ties to Osama Bin Laden, although a egoérson for the bank denied any
penetration had occurred. The group, whose staigsion is to impede the flow of
money to terrorists, issued a statement on thelv $ite requesting that corporations
make their networks available to group membersHerpurpose of providing the
“electronic equivalent to terrorist training canip&ater, their public Web site was
taken offline, apparently in response to attacamfother hacker.

Not all hacking groups were supportive of the siledghacking war.” On 14
September 2001, the Chaos Computer Club, an oagonzof German hackers,
called for an end to the protests and for all hescke cease vigilante actions. They
called instead for global communication to resdhe conflict: “we believe in the
power of communication, a power that has alwaysaled in the end and is a more
positive force than hatred® A well-known group of computer enthusiasts, knasn
Cyber Angels, who promote responsible behaviosn apoke out against the hacking
war. They sponsored television advertisementsani8 urging hackers to help
gather information and intelligence on those whoengrticipating in this
hacktivism®® In any event, the predicted escalation in hacci#® did not

materialize. In the weeks following the attacks,b/¥age defacements were well

" Dorothy Denning, “Is Cyber Terror Next?’ Wnderstanding September,lddited by Craig
Calhoun, Paul Price, and Ashley Timmer (New YorkvNPress, 2001), online at
http://www.ssrc.org/septll/essays/denning;Mational Infrastructure Protection CentdiPC Daily
Report3 December 2001.

% As quoted in Charles Hauss & Alexandra Samuel, &#¢tthe Internet Got to Do With It? Online
Responses to 9/11,” paper presented at the Amerioktical Science Association Annual (APSA)
Annual Convention, Boston, 29 September-1 Augué220

% National Infrastructure Protection CentdtPC Daily Report11 December 2001.

0 Institute for Security Technology Studi€@yber Attacks During the War on Terrorism: A Preitie
Analysis(Dartmouth College: Institute for Security Techomy} Studies, 2001). Full text available
online athttp://www.ists.dartmouth.edu/ISTS/counterterrorisyber_attacks.htm
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publicized, but the overall number and sophistoratf these remained rather low.
One possible reason for the non-escalation ofkdteguld be that many hackers--
particularly those located in the US--were warypeing negatively associated with
the events of 9/11 and curbed their activities essalt.

Since 9/11 a number of Web-based organisations hagn established to
monitor terrorist Web sites. One of the most welbwn of such sites is Internet
Haganah! self-described as “an internet counterinsurgendist prominent is the
Washington DC-based Search for International Tetr&ntities (SITE) Instituté
that, like Internet Haganah, focuses on Islamimtegroups. Clients of SITE’s fee-
based intelligence service are said to includd-tie Office of Homeland Security,
and various media organizations. SITE's co-fouaderdirector, Rita Katz, has
commented: “It is actually to our benefit to haveng of these terror sites up and
running by American companies. If the servers atheé US, this is to our advantage
when it comes to monitoring activitie§”Aaron Weisburd, who runs Internet
Haganah out of his home in Southern lllinois, daigsgoal is to keep the extremists
moving from address to address: “The object isndilence them--the object is to
keep them moving, keep them talking, force thetm#de mistakes, so we can gather

as much information about them as we can, eacho$tiye way.”

Conclusion

™ In Hebrew, ‘Haganah’ means defense. Internet Halgarhomepage is at
http://www.haganah.org.il/haganah/index.html

2 The SITE Web site is #ittp://www.siteinstitute.org/

3 As quoted in Lasker.

" As quoted in Lasker.
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Terrorism is generally conceived as physical adtsiolence intended to produce
fear, and conjures up images of exploding bombs andilated bodies. The
cyberterrorist threat as portrayed in the mass-andliilds upon this aspect of
terrorism by seeking to convince the public thatesyerrorism will ultimately result
in mass casualties. There is another dimensioertortsm, however: the information
dimension. And terrorists exploit it every bit asich as the physical. Death and
destruction is not terrorists’ ultimate goal; itgewer and influence. Terrorists seek
political and social change, and their objectiveoismfluence populations in ways that
support that change. To accomplish this, they gageot just in physical, but also
information operations, and the integration of éhes

Up until very recently, cyberterrorism was prdsenas the sole
intersection of terrorism and the Internet, eveithim face of contrary evidence. The
one-sided nature of the analysis only became app@yeanany when, in a little over
four weeks in April and May 2004, one Abu Musabzdrgawi “rocketed to
worldwide fame, or infamy, by a deliberate comhimatof extreme violence and
Internet publicity.” In early April 2004, Zargawiopted online a thirty minute audio
recording which explained who he was, why he wahting, and details of the
attacks for which he and his group were responsiéil Eedle has described the

latter as “a comprehensive branding statement”:

The Internet gave Zargawi the means to build adxeny quickly. Suddenly
the mystery man had a voice, if not a face, andearcddeology which

explained his violence... But what is the point ofiasurgent group building
a brand, establishing a public profile in this waiffe answer is to magnify

the impact of its violence.
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Prior to the instigation of his Internet-based RiRpaign, each of Zargawi’s attacks
had to kill large numbers of people in order to geticed in the chaos and mounting
daily death toll in Iraq. By going online, howev&argawi was able to both control
the interpretation of his violent message and aehigreater impact with smaller
operations. By the end of April 2004, his group eveggularly issuing communiqués
via the Net. The first claimed responsibility forsaicide speedboat attack on Iraqg’s
offshore oil export terminal in the Gulf which, faiugh the operation failed, still
shook oil markets because of Zargawi's efforts w#iligising the attack through the
Internet.

In May 2004 Zargawi took things a step further wienused the Internet’s

force multiplying effect to the maximum effect fibre first time when

...he personally cut off the head of an American &gstlive on video, and
had the footage posted on the Internet....The eptirpose of the beheading
was to video it, to create images that would ghi¢ imaginations of friends
and enemies alike. It worked. Zarqawi risked alnmmthing in this operation;
but he started a withdrawal of foreign contractarBich has paralysed
reconstruction in Iraq and done as much if not monrendermine US plans as
a bomb that killed 100 people in Najaf. And he mhuheself a hero to jihadis

across the worl&®

The free availability of this and other grisly ‘shumovies’ on the Internet led to a

realisation that the most important aspect of #reotism-Internet relationship was

> Paul Eedle, “Al Qaeda’s Super-Weapon: The Inteipaiper presented al-Qaeda 2.0New
America Foundation, Washington DC, 1-2 December260ll text available online at
http://www.outtherenews.com/modules.php?op=modloat8e=News&file=article&sid=89&topic=7
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not the much vaunted ‘cyberterrorism,” but thoserenmundane and everyday
terrorist uses of the Net, from information prowrsito recruitment, which have a
pedigree stretching back for many years before &airg appearance on the online
scene.

The most popular contemporary terrorist sites dtems of thousands of
visitors each month. Obviously, the Internet is ti@ only tool that a terrorist group
needs to ‘succeed.” However, the Net can add nevemnkions to existing assets that
groups can utilize to achieve their goals as wsllpeoviding new and innovative
avenues for expression, fundraising, recruitmeit, & the same time, there are also
tradeoffs to be made. High levels of visibility rease levels of vulnerability, both to
scrutiny and security breaches. Nonetheless, thidgration of official terrorist sites
appears to indicate that the payoffs, in termsuldlipity and propaganda value, are
understood by many groups to be worth the risks Zadjawi’'s exit from the
terrorism scene emphatically does not mark theadride evolution of the terrorism-

Internet relationship.

FURTHER READING

Gabriel Weimann'derror and the Internet: The New Arena, The NewllEhges
(Washington DC: United States Institute of Pea@s£r2006) is the major scholarly
text dealing with the issues discussed here. Het af useful newspaper and
magazine reports and a smattering of scholarlglast-all of which are freely
accessible online--see the bibliography entitledrt®r Online: Developments in the
Use of New Media Technologies by Terrorist Orgatiires,” produced by the USC
Center on Public Diplomacy in 2006 and availablknenat
http://uscpublicdiplomacy.com/pdfs/Terror_onlind.pd terms of other useful online
resources, Bob Cromwell’s list 8eparatist, Para-military, Military, Intelligence,
and Political Organizationsathttp://www.cromwell-intl.com/security/netusers.hfmi
is unfortunately very outdated at this stage, ipadated links to the sites of many
radical Islamic groups are accessible via Weislardérnet Haganatsite at
http://haganah.org.il/haganah/index.htmhile the Jamestown Foundation’s
Terrorism Focudulletins regularly contain analysis of the exdstaking place on
jihadi Internet forums and provide links to sambeTatter may be accessed at
http://www.jamestown.org
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